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Factory-X

The Digital Ecosystem for
Factory Outfitters and Operators
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Factory-X ‘_"
Our Scope and claim = 4
Building the foundation of an open and collaborative digital ecosystem

for factory outfitters and operators!
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The Factory-X Consortium
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“One size fits all” does not work. We need a modular approach

to achieve interoperable data spaces

The Factory-X Continuum

Product Value Chain:
PLM + Supply Chain + Operations
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FACTORY-X

Foci of MX-Port Configurations

Supply Chain oriented
“HERCULES”

PLM +
Operations Mgmt. for Production Equipment

(11 LEO”

Operations Mgmt. for Production Equipment

“ORION”
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11 Use Cases of Factory-X

11 Use Cases for
horizontal and
vertical data
transfer

Integrated Toolchains
and Collaborative
Engineering

CxD)

-

Information Update and
Change Service

Collaborative
Information Logistics

l/‘\&
N

Condition Monitoring

Modular Production

Manufacturing as a

Autonomous

led Services Service - On Demand Operation-as-a-Service
Manufacturing
a = 2417
s axo o
Traceability Energy-Consumption Carbon Footprint Circular Economy
and Load Management
Management ’
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Factory-X Kernel & Basis Services
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Factory-X goes public
Registration over https://factory-x.org/

Manufacturing-X Technical Council

What is the Manufacturing-X Technical Council?

= Factory-X aims to create an IT/SW technical basis (the
,Factory-X Kernel“) for software solutions in
Manufacturing-X using results from Catena-X.

» In the M-X Technical Council, the approaches are
presented — depending on the project progress — and
feedback is invited.

Who is it for?

= The Manufacturing-X Technical Council is aimed at anyone

who is interested in the application of the IT/SW technical
“Factory-X Kernel”, e.g., for the implementation of their
own software solutions within the framework of
Manufacturing-X.

When? #6 Now!

What‘s next?

FACTORY-X

Customer Sounding Board

What is the Customer Sounding Board?

» In Factory-X, various so-called business applications
(software solutions) are designed, developed as
prototypes and validated for 11 use cases.

* |In the Customer Sounding Board, these are presented —
depending on the project progress — and feedback is
invited.

Who is it for?

= The Customer Sounding Board is aimed at anyone who is
interested in using, e.g. validation, the business
applications of the use cases or who wants to create their
own software applications that are interoperable with
Factory-X.

When? #6 Thursday, March 5% 2026

Meet us on the Hannover Fair, hall 13 on the Platform Industry 4.0 booth.

March 3, 2026
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Factory-X Digital Ecosystem ‘...
What is our intention and goal? = PN

FACTORY-X

Creating the fundament of an open and collaborative data space!

What is a data space?
... the scientific, academic answer

= “Interoperable framework, based on common governance principles, standards, practices and enabling services, that enables

trusted data transactions between participants.”,
Source: glossary of Data Spaces Support Centre, https://dssc.eu/

... our motivation, philosophy and pragmatic understanding

= exchange of data between two partners in a partner network with purpose and mutual benefit,
and of course in a data sovereign, trustful, secure etc. way.

NOT /
Partner B / Principal exchange mechanism lllustrated in chains
and networks
Partner C
Partner A Partner A Partner B
data space
Legend:
D PartnerA, B, C ...
Data (exchange) \

March 3, 2026 10



https://dssc.eu/

Business Requirements and Technology Building Blocks

Introducing: Small Motors Inc Business & Organisational Building Blocks
Atypical user of industrial data ecosystems
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FACTORY-X
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Transfer and
scalablity

fmh Small
Motors Inc.
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Further development
of core services,
FOSS components,
standards and

reguiations Regutatory Framework and Standards

Business Requirements Technology Building Blocks Manufacturing-X Framework
Standards and Legal Requirements

Interoperability, Trust & Security, Scalability, Data Sovereignty

I Layer Purpose

L5 Discovery ... is used to find business partners, data assets (e.g. devices)
or business applications.
L4 Access & ... is used to ensure that data providers can define the data
Usage access and usage as well as restrict the access and usage of
: Control the provided data.
M- Convertr Senices | L3 Gate ... is used to exchange data in a uniform way.
MX- Adapter Services Vo L2 Converter ... provides the semantic model for the data to be exchanged.
L1 Adapter ... enables any business application to use the MX-Port.
e i - : Manufacturing-xM@keB3x2026 (741
ISO/IECTS 10866:2024 Building Block Overview - Blueprint v1.5 - Data Spaces Support Centre

I



https://factory-x.org/manufacturing-x/
https://factory-x.org/manufacturing-x/
https://factory-x.org/manufacturing-x/
https://factory-x.org/manufacturing-x/
https://factory-x.org/manufacturing-x/
https://factory-x.org/manufacturing-x/
https://factory-x.org/manufacturing-x/
https://dssc.eu/space/bv15e/766064046/Building+Block+Overview
https://dssc.eu/space/bv15e/766064046/Building+Block+Overview
https://dssc.eu/space/bv15e/766064046/Building+Block+Overview
https://dssc.eu/space/bv15e/766064046/Building+Block+Overview
https://dssc.eu/space/bv15e/766064046/Building+Block+Overview
https://docs.internationaldataspaces.org/ids-knowledgebase/idsa-rulebook/idsa-rulebook/3_interoperability

MX-Port Update

1 _[]
[ o] _
Offer data ANA Find
o B:rl.nq / Choose your dgtaspace, = Trost Anchors IJJ Bring / Choose your dataspace, 0
= industry or regional identity industry or regional identity
i @ -

Data | MX Discovery | | MX Discovery | Data
Provider E@EI MX Access & Usage Ctrl. | [ MX Access & Usage Ctrl. | D Consumer
| MX Gate | Data Sovere|gn | MX Gate |

Data Provision | MX Converter l | MX Converter | [ Data Copsumption
3 | MX Adapter | | MX Adapter | Business
ystem S
Application
Industry/data E2E Secure Industry/data
space specific ) E\ space specific
standards standards
Semantics

« Baseline for industry, software and service community as KlTs https://eclipse-tractusx.github.io/Kits/
» Work in standardization IEC/TC 65 Leittechnik fur industrielle Prozesse

» Feedback internationally e.g. Japan Open Data Spaces

« Exchange on various events e.g. knowledge camp Events - Factory-X

March 3, 2026 12



https://eclipse-tractusx.github.io/Kits/
https://eclipse-tractusx.github.io/Kits/
https://eclipse-tractusx.github.io/Kits/
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https://www.dke.de/de/ueber-uns/dke-organisation-auftrag/dke-fachbereiche/dke-gremium?id=1000716&type=dke%7Cgremium
https://www.ipa.go.jp/en/digital/opendataspaces/
https://factory-x.org/events/
https://factory-x.org/events/
https://factory-x.org/events/
https://factory-x.org/events/
https://factory-x.org/events/

Factory-X Guardrails ‘."
Participants and Rules ‘t

Participants:

A) We need one or more Operating Companies, which operates the Shared Services of all
MX-Port Configurations.

B) Each legal entity only needs one set of identities (legal entities, human, machines etc.)
to use all Shared Services. (Existing identities can be used further.)

C) Legal entities are free to choose the operating company.

Rules:

The same problems are solved the same regardless of the use cases and selected MX-Port
configuration.

* One set of participants
= One set of rules

- One Factory-X Dataspace

March 3, 2026
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Way forward to M-X DATA ECOSYSTEM

Factory-X proposal for
Governance ,M-X Verstetigung”
Operating Model
Set of common rules

Automotive

industry
(Catena-X)

Machinery

Chemical &
pharmaceutical
industry

. Electrical
Manufacturing-X 163 ectrica

Inteliigently notworked industry ‘0’“?;1 f:‘ e ':::
i S

M-X Governance

Food industry Ll mducs):::ce;
Further
data spaces

TODAY

FACTORY-X

M-X DATA
ECOSYSTEM

TOMORROW

March 3, 2026 -
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Take a step back: What TP4.A DOES ‘.'i
.

= |Implement Dataspace standards
. | = factoryx-edc
— ghlm = dataspace-protocol-lib
R e s = fa3st-service
+ t-deployment-edc = various smaller services

% charts This repo only exists for the technical reason of distributing helm charts in a uniform manner

(&) https://github.com/orgs/factory-x-contributions/repositories

ts tool-mgmt-tp2.5

¥ fadstservice = Maintain Test Systems

ey = async-aas-helm

£ fx-id-hub-charts B Fork of Eclipse Tractus-X - Identity Hub - A comprehensive DCP open source multi-dataspace . . i .
— H dataspace-protocol-lib Minimal implementation of Data Provider tooling conforming to the Dataspace Protocol b - EClese BaSyX Re pOS Itory and Reg IStry

T e e et = Fraunhofer FA3ST: Repository and Registry

R ——— =  MQTT Broker, Keycloak, MongoDB
— - architecture-decisions Decision Records for Factory-X Network Architecture u tx_deployment_edc (Collab Wlth TP4. D)

;h:l int:rope:l:)ility-testbench-th.S - 2 X Tractu S—X EDC

ks bZSiness-models - 4 X FaCtory-X EDC

— ' dsp-native-basyx = D ata ba sSes

March 3, 2026
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All TP4.A does is grounded in specifications.
Selected by the Enabling Team “Hercules”.

(FX

FACTORY-X

Discovery

(Sgi) references
ADR-
003

(DCP)

Access Control ADR

-009

ADR
ADR- 012 ADR-
(AAS- (AAS-
REST) MQTT)

March 3, 2026 -




Release 2025-12 bundles Specifications and Implementations. ‘_"
[

Conforming

Implementation

Factory-X EDC

DSP-native Basyx

fa3st-service

(Factory-X fork)

Artifact

0.1.0

security

ADRs

ADR-002 0.2.0,
ADR-003 0.2.0

ADR-002 0.2.0,
ADR-003 0.2.0,
ADR-008 (only the
Repository-APIs)

ADR-008 0.2.0
(Only the
Repository-APIs),
ADR-011

t

FACTORY-X

Description

Factory-X EDC implements the APIs
specified by the protocols based on the
stack from the Catena-X dataspace with
extensions and modifications for Factory-X

while preserving interoperability.

The project extends on the Basyx Java
Server SDK and the Dataspace Protocol
Lib to ship an AAS-server (ADR-008) that
is natively secured with the Dataspace
APIs (ADR-002, ADR-003).

The development fork of the FAAAST AAS
framework implements a set of features
that transcend the current upstream. It is
the first implementation of the
specification of messaging with AAS as

specified in ADR 0011.
March 3, 2026
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Feature Highlight:
Integration between AAS-Repository and AAS-Registry

FACTORY-X

Provider Consumer

Dataspace
Connectivity

‘I have a new AAS! If anyone is
FA3ST searching, send them to me!” FA3ST
Repository Registry

“I've created a new Part!
Here’s the AAS”

Business App

March 3, 2026 19




Feature Highlight:
Open Source Components for Discovery & Security

Provider Consumer

Self-Deployed

Provider
Wallet

Provider
EDC

AAS-
Infrastructure Business
Apps

cloud-hosted

Consumer
Wallet

Consumer
EDC

Self-Deployed

FACTORY-X

March 3, 2026
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It |
FACTORY-X

MX-Port Orion

Cross-Company Exchange of
OPC UA Shopfloor-Data




MX-Port Orion - Overview

FACTORY-X

= What is it?

= MX-Port concept based on OPC UA with Hercules Orion
Companion Specification and DSP / DCP

= What can it do?
= Cross-company exchange of live shopfloor information
= What is it for?

= Cross-company exchange of existing OPC UA information

Dataspace Protocol

Decentralized Claims Protocol

HTTPS (AAS) OPC UA Binary

AAS Submodel Templates OPC UA Comp. Specification

= (continuous) provision of machine-level data

= External condition monitoring / analysis

= Authorized and secure bidirectional communication with industrial equipment (e.g., remote control, remote maintenance)
= Benefits

= OPC UAis an established and widely used technology

= Semantic models / OPC UA Companion Specifications are available as freely accessible resources

= Information models are developed and harmonized together with experts from machine and plant manufacturers

March 3, 2026 -

= No additional effort caused by technology mismatches (conversion of information models)
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MX-Port Orion - Variants -

¥

FACTORY-X

OPC UA over MQTT (Publish/Subscribe)

Send Dat:

/ Dataspace Dataspace
OPC UA OPC UA
\ Publisher MQTT Broker Comngctur Connector Subscriber
(Provider Consumer
OPC UA 1 1 1 1
Shopfloor H
Server Control Plane Pre: Discovery Process and Contract Negotiation
Connector < > Connector '
.Q E_S(igitmizias?ﬁs : ;(—Transfer Request :< Transfer Request—s
Data Plane MQTT Consumer/JSON : Transfer Start Message. _>:
Gateway [ Readout Client : : : (MQTT Credentials) : :
: : : - ‘ . : :
OPC UA T s :{ : onnect with Creder : :
Publisher ! < ; Subscribe to Topic: - ]
H i _Check for Access H H H
H b — H H H
Data Provider (P) : : : Send Dat : >
Dataspace Dataspace
OPC UA Server Connector Connector OPC UA Client
(Provider) (Consumer)
Control Plane Pre: Discovery Process and Contract Negotiation
Connector Connector
v E E(—Transfer Request :4 Transfer Request—i
OPC UA Shopfloor OPC UA Aggregation _ Data Plane , 5 ’ Transfer Start Message_____y! :
Server ¢ Ser?lgr B OIFE WA Gt 5 ; (include Certificate) 5 5
i{ i Connect with Certifc i i
< : Request Data (e.g. Read Node) : .
— H H H
Check for Access H H H
P p— H H H

Data Provider (P)

v

March 3, 2026 23




Planned ADR-Releases

ADRO002

DSP

ADRO0O03

DCP

ADRO009

DSP &
AAS HTTP

ADRO0O08

AAS
REST

ADRO012

MQTT
over DSP

ADROXX

OPC UA
Binary
over DSP

A

ADRO11

AAS
MQTT

ADROXY

OPC UA
Binary FX-
Profile

*review phase

FACTORY-X

March 3, 2026 -
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SPS-Demonstrator

Standardized provision of Energy Data

Please select standardized data source:

I“

FACTORY-X

2,

TU DARMSTADT

3-axis CNC machine tool
MX-Port Orion
« OPC 40001-1: Machinery Basic Building Blocks
« OPC 40001-4: Energy
« OPC 34100: Energy Consumption Management
« OPC 40501-1: Machine Tools - Monitoring and Job Overview

interop

4 SENAi

5-axis CNC machine tool
MX-Port Orion
« OPC 40001-1: Machinery Basic Building Blocks
« OPC 34100: Energy Consumption Management
« OPC 40501-1: Machine Tools - Monitoring and Job Overview

Flat Glass Processing Machine
MX-Port Orion
+ OPC 40001-1: Machinery Basic Building Blocks
« OPC 40001-3: Machinery Job Management
« OPC 34100: Energy Consumption Management
« OPC 40301: Flat Glass Processing

TRIM=K

METROLOGICAL ENGINEERING

Geometric Measuring System
MX-Port Orion

« OPC 40001-1: Machinery Basic Building Blocks
« OPC 34100: Energy Consumption Management

March 3, 2026
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SPS-Demonstrator

Standardized provision of Energy Data

Available machines

Flat glass processing machine interop4x
Overview

PTW TU Darmstadt - Sample Machine Tool MX-Port

Electrictiy Production per Type [%]

== Wind onshore
== Brown coal
= Fossil gas
== Hard coal
== \Wind offshore
== Biomass
== Hydro pumped storage
== Hydro river
== \Waste
= Ol

== Geothermal

== Hydro water reservoir
Other
== QOther renewable

Solar

30%
7%
4%
N
0%
7%
7%

FACTORY-X
Machine status
4 - Aborted
700 W
GO0 W
M M 3 - Interrupted
500 W L
JV"M"m*“W\r’xwm‘%www'lr“/“w',mM,/‘”‘ﬂ.n”““\"“‘WJ‘“*.r’*’\'\ku“*w,«ww.-m,\m\w",w,-ﬁmm mmwb;..r\lj*u"'.]‘
400 W
" LJ rU 2 - Ended
ng
300W sy sttt Tty st ¥
200W = 1= Running
100w
OkwW 0 - Initializing
18:05 18110 18:15 18:20 18:25 18:30
= AcActivePowerTotal == ProgramState
Share of Emissions [%] Power Digltal Product Passport
== Brown coal 46%
- 2% CO2 Product Passport: EMO Messe Demo
== Fossil gas 16%
= Biomass 5% 4 6 2 W
- Wt 39, CO; Equivalent: 0.236732 kg CO,e
- Ol 1% Calculation Method: 1SO 14067
Other 1% Reference Unit: pcs
== \Wind onshore 1% Quantity: 1.0
= Geothermal 0% [CO2e [ kWh] Life Cycle Phase: A3 - production
== Hydro pumped storage 0% Publication Date: 2025-11-18 17:54:13

== Hydro river

Solar

== Wind offshore

0%

== Hydro water reservoir 0% B SK
== Other renewable 0%
L]

0%
0%
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., Autonomous Operation as a Service — TP 2.7 Orion Integration g

Remote Shopfloor automated — Service improved!

Company D

Company E

O}
Q Machine Control

uouo
}od XIN

so|n2IsH
1od XIN

Technical Demonstrator

Process Monitoring & Contrg

Shopfloor

FACTORY-X
Company A

Knowledge System

Company B

ERP-System

Company C

(Al-) Software Service

March 3, 2026
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https://fx-rop.cloud/machines/

Planned HMI-Demonstrator — TP 2.7 Remote Operator Panel

Smart Factory - Halle 4 © Dashboard
Machines
Machine Status
Laser Marker OutOfService ®
TRUMPF
Laser Marker NotAvailable ®
TRUMPF

Video

Streams

s
2y
- ‘ :’5::‘?‘:.

Funded o st s wersen
miwm:(hm e s
Neesionerarort

Machine

Status

Partners arch. @
{ LaserMarker @IEETT « Remote Control Last Heartbeat:13:30:26
Image Event Log Today Yesterday Al  Custom
Message Severity Source Date
() Change Filter
999 Remote 13:30:26
Event 801 Component 13:30:01
Event 432 Component 13:30:01
Event 280 Component 13:30:01
Guides Machine Status PCF -
- -- -1,
[@ Contacts Q Knowledge Portal *
| J . Eas
| 0.395

Made with Q) by inovex & Siemens

Based on MX-Port Orion

FACTORY-X

Machine

Notification

Energy

Management

March 3, 2026
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Planned HMI-Demonstrator — TP 2.7 Remote Monitoring

Issuance Flow via DCP

Issuer Service

Wallet

[——  Presentation Flow via DCP————

Issuance Flow via DCP

0

DID Document

Wallet

0

]

A 4

[
Find MQTT-OPC-UA-Broker +
Request Authorization

Get Authorization Token

Factory-X EDC
Controlplane

Catalog Request +

MQTT Client
Consumer

A 4

DID Document

Get Credentials

¢ Contract Negotiation + Transfer via DSP ’

l€——Get/Refresh Authorization Tokens— 3|

Factory-X EDC
Controlplane

< Configure Acces &
Usage Control

Access
Control

Request MQTT Transfer

Operator Panel

Endpoint of MQTT Broker

A 4

EDC Dataplane

=
[ I

<«—Data—
Proxy— MQTT Cloud Broker |

Smart Factory Host

Provider b OPC
10000-14

umati Gateway

<
~ Companion

Spec.

Converter

FACTORY-X

Machine

IPC

Machine
(OPC-UA
Server)

March 3, 2026
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MX-Port Leo: Think Big, Start Small, Scale Up!*

Immediate entry possible for data providers and data
consumers

= A data provider only needs to provide an AAS server in accordance
with IDTA/IEC 63278

= No further requirements need to be met to provide data

= Data consumer can access data in accordance with IDTA/ IEC
63278

Operation possible without 3" party operating company

= Neither a data provider nor a data consumer needs to register at
any 3" party

Each company operates its own system to manage its

identities

» |dentities currently managed by a company do not need to be
duplicated

= |dentities extend down to the device/service and user level, not just
the company level

Scalable regarding many partners for data exchange

= Gradually expandable following to business needs and opportunities
of a company

*) Asset Administration Shell — Quick Start Guide

data provider

i

‘zi

FACTORY-X

MX-Port MX-Port
M Discovery MY Discowvery
mm&mm:—l I—thlx&m&USQ.Gh‘l.
e | L Y =
MO Adapter I : WX Adaoter
v | |
- 1 -
business : 1 | business
application | , : application
(responder) : 1 | (requester)

March 3, 2026
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MX-Port Leo: Steps for Gradual Extension of Inter-Company ‘_'i

Data Exchange

FACTORY-X

Leo is based on successive levels “Step,,”

- CSompanies submitting to the rules underlying “Step,,.,” can also share data with companies submitting to the rules of
“Step,,” only

= For a company to progress to a higher Step, an investment is required

» Regarding governance additional rules must be met
» Regarding technology additional software services must be implemented

Main levels of MX-Port configuration “Leo”

= Step 1: standardized internal data exchange based on MX Gate, MX Converter, and MX Adapter
= Making the own data understandable and accessible is an essential prerequisite for any cross-company data exchange
» Regarding MX Discovery and MX Access and Usage Control, the two partners agree individually at this stage

= Step 2: standardized MX Discovery

= The basis is a list of standardized company lookup information through which a data consumer can find a data provider's AAS
server

= The data consumer can maintain the list entries itself or use a 3" party operating company
= Step 3: standardized MX Access and Usage Control

= The basis is a list of trusted partner entries

= The data provider can maintain the list itself or use a 3rd party operating company

= The use of a 3 party simplifies the onboarding of new partners

March 3, 2026
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MX-Port configuration “Leo” paves the way for companies to be
able to share data with many partners in the future

FACTORY-X

Step 3: standardized concepts for
data sovereignty and trust

building on each other

icompany lookup)

[}

| operator 1
! |
! 1
! 1
! 1
! 1

Step 2: standardized discovery of
the data provider

building on each other

Step 1: standardized common data | deta provider | data consumer}  fcompany o0k e

- : ! - EREEE Sk
models and data access . : i ! i :
| data provider 1 | data consumer | | | |

: _MX Discovery :' "NE(ELITW__I - _I

1
1
[}
1
1
1
1
1
[}
1
1
1
1
1
[}
1
1
1
1
1
[}
[

1

1 1
1 1
1 [}
1 1
1 1
1 1
1 1
1 1
1 [}
!

! .
! .
1 1
1 [}
1 1
1 1
1 1
! |

F-——— === — = — = — = ————— =

1
1
[}
1
1
1
1
1
[}
1
1
'
1
[}
1
1
1
1
1
[}
1

business business
application application
(responder) (requester)

1
1
1
1
[}
1
1
1
1
1
I
N
1
1
1
1
[}
1
1
1
1
1

1
1
1
T VY e e e - - - e e e e e - ——
. 1 I R T TIPS AN e
business | business :
application : application 1
(responder) . L (requester) :
____________________ e
1

MX-Port configuration

“Leo

Note: Step 2 (additional discovery options) and Step 3 (additional security options) can be swapped

business business trusted partner,
application application L . list operator !
(responder) L (requester)
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MX-Port Leo in a Nutshell

FACTORY-X

FX Token

Consumer / Company C

Provider / Company P
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MX-Port Leo: Reference Architecture

(0) Register as trusted issuer

Consumer IdP

Company Lockup

[
(0) Register domain and company servers ‘t

FACTORY-X

(0) Register products, capabilities, etc.

Yellow Pages

Trusted Partner List

(6) Fetch
public key
for token
validation

(0) Get trusted list

STS

STS -

(3) Token
exchange

e 0

FX Token

O

-~~~ ~%» (Token Exchange)

(Token validation)

(5) Token OT E.O

exchange !

—p Gateway = ==  AAS Server

technical user

Human user
optional

Consumer / Company C

‘ Token issued by Consumer IdP

(4) Forward request

O Factory-X Identity Token (issued by Consumer)

(7) Forward request

Provider / Company P

O Token issued by
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MX-Port Leo: MX Discovery

Two services facilitate the discovery of

business partners

Main use cases

* Find company information (domain, endpoints, etc.) by
company name, asset ID, and ID Link (REQO005)
- Company Lookup

* Find company by content (query for products,
capabilities, etc.) (REQO014)
-> Yellow Pages

General design: 2-step approach

» First step: MX Discovery
(MX-Port Leo shared service)

« Second step: AAS Discovery / AAS Registry
(provider-side service at MX Gate level)

cccccccc

[ client | idp

| Find company doméin by ci

i |
' Get company servers by domain '

i Get access token 1
SO
| Get AAS descriptor |

| Get AAS
T

| Get access token
—_——

| Get AAS by IDLINK |

FACTORY-X
provider
F— > e
[ ‘ registryofregistry [ ) AAS registry | , idp (using
yellowpages } (assetdomain) ‘ serverlist | IDLINK resolver | (incl. lookup) AAS repository ‘ trustlist)
I Find pany by yellow pages and get AAS | -
ontent _! i
hange token | o
exchange token
TR
Get AAS by IDLINK |
Get AAS descriptor |
hange tok
Get AAS
| exchange token
—_—

| Find company domain by asse

I 2 ]
{ Get AAS by any asset ID |

| Get company servers by domain |

| Get access token _|
—_—>

| Gel AAS descriptor |

| Get AAS

. exchange token |

:Get AAS of known company :

' exchange token
_—

| Get company servefs by domain |

| Get access token _|
=

|
! Get AAS descriptor !

| Get AAS
i exchange token
—_—
[ client} | idp ‘ yellowpages ‘ registryofregistry \serverlist | IDLINK resalver AAS regisiry | | AAS repository ‘ idp (using
S— — . . (assetdomain) - I . (incl. lookup) | ————— trustlist)
L L J J
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MX-Port Leo: MX Access and Usage Control

Consumer and Provider all trust a Factory-X
Governance Body which onboards partners to
Factory-X. This body issues/maintains a trusted list

which includes public keys (and identities/names) of
partner organizations. Token validation based on
trusted lists is done on Provider side.

(0) Registered as trusted issuer

Consumer IdP

STS
(Token Exchange)

Return :
access -

(3) Token
token i o exchange

@)

1)

2)
3)
4)
9)

6)
7)

Client (technical user — human optional) authenticates and acquires access token frorf'the” R Y%

Consumer’s Authorization server

Send request to Gateway on Consumer side

STS (secure token service): Token exchange to create FX (identity) token
Then, the Client starts an AAS request using the Factory-X token

On Provider side, the Gateway initiates a token exchange to exchange the Factory-X token to an
access token of the Provider domain

STS validates token: (a) token format, (b) trusted issuer via trusted list
Gateway forwards the request to the AAS server

Trusted list issued
by FX Governance

Agency

(4) https / REST call
with FX identity token O

(0) Get trusted list

STS
(Token Exchange)

oﬂ;o

(6) Token validation

(5) Token
exchange

o

—p  Gateway ~ = AAS Server

AAS Client

N

Human user
optional

technical user

Consumer / Company C

‘ Token issued by Consumer IdP

O Factory-X Identity Token (issued by Consumer)

(7) Forward request

Provider / Company P

O Token issued by
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MX-Port Leo: MX Access and Usage Control:

Current Setup for Experimentation

https://iam-security-training.com/consumer/sts

FACTORY-X

https://iam-security-training.com/provider/sts

https://iam-security-training.com/trustlist/trustlist.xm|

-

Return
access
token

O
N

Human user
optional

\_

Consumer IdP

Trusted list issued
by FX Governance

AAS Client

technical user

Consumer / Company C

/

‘ Token issued by Consumer IdP

O Factory-X Identity Token (issued by Consumer)

Provider / Company P

O Token issued by

Agency
(0) Registered as trusted issuer (0) Get trusted list
STS STS I
(Token Exchange) (Token Exchange) (4) Token exchange/validation
@ - (2)Token .0
-~" (O exchange o O .y

> - AASPE
> AASServer L isg7

(3) https / REST

call with provider

token
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MX-Port Leo: MX Access and Usage Control: ‘...
o

Trusted List & FX Token

Trusted List 1 <?xml version="1.8" encoding="UTF-8" standalone="no"?>
2 <TrustServiceStatuslList>
« XML document listing trusted issuers in the B
dataspace 5 <TrustServiceProvider>
6
- Based on established (ETSI) standards ; sences
1: <ServiceName>https://sts.consumer.com</ServiceName>
FX TOken i; </TS|;’ée;rvice>
. . 13 </TSPServices>
» Lean design (no redundancies) | e

® PrInC|p|e Of need—to—know (feW ClalmS) 16 </TrustServiceStatusList>

« Organization and domain derived via trusted list -
- Limited attack surface (claim “aud”) B -
. g . H 11 = R o
« Identification of user (claim “email”) or 6
service/device (claim “client_id”) B .o srsecasson

. 9 "jti": "8c2f99b1-58d6-11f0-89F4-08002704cle9h11s3rthfk7t",
« Based on established (IETF) standards 19 viss": "nitps://sts.consumer. con',
4] "aud": ["https://gw.provider.com:8443/aas"],
12 "sub": "1dbfh58bb28fcechc299898692aa47d4c88615dBbadB563h8c8F29hd7e82600d",
13 "client_id": "aas_browser",
14 "typ": "clientflow"
158 '}
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MX-Port Leo: Integration of Discovery and Security in ZVEI PCF ‘_"
Showcase (Internal Hackathon) = 4

FACTORY-X

<« =2 C M %5  plugfest7.aas-voyager.com/pcf2 o 3 ®

ZVEI I IDTA Product Carbon Footprint Showcase Loaded 299 submodels in 22s Role: ™ Disclaimer: displayed PCF values are for demo purposes only @

2500 kg CO2e as-built

Submodels: Host: plugfest6.aas-voyager.com [0\ M Wt [ETe ISP JSON: Submodel

21 77.3 kg COse as-is

Nameplate BillOfMaterial tCarbonFootprint TechnicalData
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e B

3 EEE NP 1 BoM @ Per o TECH ...
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EEENP (1 BOM @)PCF P TECH ... electrifying
ideas

@ J,E’" . Hybrid motor starter .

aga
438 NP @) P vi poc ¥ TECH

@ iL!JK“V . Ground terminal
Cmy; ' LdeoNTAG .

0.06 252 NP @) PCFvi0E&ZD0C * TECH Productimage /IMG_0700.jpg

@ : ] Relay Module
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MX-Port Leo: Summary / Key Aspects ‘.'i

- “Start small”’: AAS as starting point — MX-Port Leo integrates in today’s setups for (inter-
company) data exchange

- “Scale up”: additional options (“Steps”) for discovery and security as needed — well
integrating into existing AAS architectures

« Discovery: two services for finding business partners: Company Lookup, Yellow Pages

« ldentity: no new identities issued — Data Provider & Data Consumer use their available
identities

« Authentication: based on F-X Token and light-weight Trusted Partner List

« Authorization: using available mechanisms in AAS Registry and AAS Repository based on
AAS Security (IDTA-01004)

« Usage Control: description of usage policies associated with provided data supported

« Operation: central and decentral operation of Leo’s discovery (Company Lookup) and
security (Trusted Partner List) possible

Low entry barrier, but individually and gradually expandable
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Thank you!

Contact information:
info@factory-x.org
www.factory-x.org
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