
Factory-X

Manufacturing-X Technical Council

March 03, 2026



Agenda
Topics and Presenters

Topic Presenter

Welcome, Introduction & Moderation
Silke Huesmann

Roland Rosen

Update on the overall MX-Port concept Per-Henrik Addicks

Presentation of configuration “Hercules” Arno Weiß

MX-Port Orion - Cross-Company Exchange of 

OPC UA Shopfloor-Data
Eric Schmidt

MX-Port Leo for AAS-based Data Exchange Peter Amon

Q&A Session All
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Factory-X

The Digital Ecosystem for 

Factory Outfitters and Operators



Building the foundation of an open and collaborative digital ecosystem 

for factory outfitters and operators!

Factory-X
Our Scope and claim

Product Value Chain: 

PLM + Supply Chain + Operations

Material

supplier

Component 

supplier

IT

IT/OT

OT

Cloud

Connected 

sensors / 

machines

Edges

Shopfloor 

Operations & Asset 

Management

Device 

supplierS

Machine 

builderS

Factory 

operator
Use Reuse …

S S
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The Factory-X Consortium
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“One size fits all” does not work. We need a modular approach 
to achieve interoperable data spaces

The Factory-X Continuum
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Supply Chain oriented

“HERCULES”

PLM + 

Operations Mgmt. for Production Equipment

“LEO”

Operations Mgmt. for Production Equipment

“ORION”

Foci of MX-Port Configurations



11 Use Cases of Factory-X

Factory-X Kernel & Basis Services

11 Use Cases for 

horizontal and 

vertical data 

transfer

Information Update and 

Change Service

Collaborative 

Information Logistics

Condition Monitoring 

led Services

Modular Production Manufacturing as a 

Service - On Demand 

Manufacturing

Autonomous 

Operation-as-a-Service

Traceability Energy-Consumption 

and Load 

Management

Carbon Footprint 

Management

Circular Economy

Integrated Toolchains 

and Collaborative 

Engineering
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Factory-X goes public
Registration over https://factory-x.org/ 

Manufacturing-X Technical Council

What is the Manufacturing-X Technical Council?

▪ Factory-X aims to create an IT/SW technical basis (the 
„Factory-X Kernel“) for software solutions in 
Manufacturing-X using results from Catena-X.

▪ In the M-X Technical Council, the approaches are 

presented – depending on the project progress – and 
feedback is invited.

Who is it for?

▪ The Manufacturing-X Technical Council is aimed at anyone 
who is interested in the application of the IT/SW technical 

“Factory-X Kernel”, e.g., for the implementation of their 
own software solutions within the framework of 
Manufacturing-X.

When? #6 Now!

Customer Sounding Board

What is the Customer Sounding Board?

▪ In Factory-X, various so-called business applications 
(software solutions) are designed, developed as 

prototypes and validated for 11 use cases.

▪ In the Customer Sounding Board, these are presented – 

depending on the project progress – and feedback is 
invited.

Who is it for?

▪ The Customer Sounding Board is aimed at anyone who is 
interested in using, e.g. validation, the business 

applications of the use cases or who wants to create their 
own software applications that are interoperable with 
Factory-X.

When? #6 Thursday, March 5th 2026

What‘s next? 
Meet us on the Hannover Fair, hall 13 on the Platform Industry 4.0 booth.
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MX-Port Concept



What is a data space?

… the scientific, academic answer 
▪ “Interoperable framework, based on common governance principles, standards, practices and enabling services, that enables 

trusted data transactions between participants.”, 
Source: glossary of Data Spaces Support Centre, https://dssc.eu/

… our motivation, philosophy and pragmatic understanding

▪ exchange of data between two partners in a partner network with purpose and mutual benefit, 
and of course in  a data sovereign, trustful, secure etc. way.

Factory-X Digital Ecosystem
What is our intention and goal?

Creating the fundament of an open and collaborative data space!

Partner A Partner B

Illustrated in chains 

and networks
Partner C

Partner A

Partner B

NOT

Legend:

Partner A, B, C …

Data (exchange)

Principal exchange mechanism

data space
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Business Requirements and Technology Building Blocks 

Manufacturing-X - Factory-X

Introducing: Small Motors Inc 
A typical user of industrial data ecosystems

End to End Processes: PCF – Quality – Traceability – Availability

ERP – PLM – MES 

CRM – Service Delivery

IoT – SCADA

Small 

Motors Inc.

Business Requirements Manufacturing-X FrameworkTechnology Building Blocks

Standards and Legal Requirements

Interoperability, Trust & Security, Scalability, Data Sovereignty

Building Block Overview - Blueprint v1.5 - Data Spaces Support Centre

Interoperability in Data Spaces | IDS Knowledge Base

ISO/IEC 19941 

ISO/IEC TS 10866:2024

Layer Purpose

L5 Discovery . . . is used to find business partners, data assets (e.g. devices) 

or business applications. 

L4 Access & 

Usage 

Control

. . . is used to ensure that data providers can define the data 

access and usage as well as restrict the access and usage of 

the provided data.

L3 Gate . . . is used to exchange data in a uniform way.

L2 Converter . . . provides the semantic model for the data to be exchanged.

L1 Adapter . . . enables any business application to use the MX-Port.
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MX-Port Update
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Data 

Consumer

Trust AnchorTrust Anchor

MX Gate

MX Converter

MX Discovery

Trust Anchors

MX Access & Usage Ctrl.

MX Adapter

Data 

Provider

E2E Secure

Data Provision 

System

Data Consumption 

Business 

Application

Industry/data 

space specific 

standards

Industry/data 

space specific 

standards
Semantics

Data Sovereign

Bring / Choose your dataspace, 

industry or regional identity

• Baseline for industry, software and service community as KITs https://eclipse-tractusx.github.io/Kits/

• Work in standardization IEC/TC 65 Leittechnik für industrielle Prozesse

• Feedback internationally e.g. Japan Open Data Spaces

• Exchange on various events e.g. knowledge camp Events - Factory-X

Offer data Find

Bring / Choose your dataspace, 

industry or regional identity

MX Gate

MX Converter

MX Discovery

MX Access & Usage Ctrl.

MX Adapter
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Participants:

A) We need one or more Operating Companies, which operates the Shared Services of all 
MX-Port Configurations.

B) Each legal entity only needs one set of identities (legal entities, human, machines etc.) 
to use all Shared Services. (Existing identities can be used further.)

C) Legal entities are free to choose the operating company.

Rules:

The same problems are solved the same regardless of the use cases and selected MX-Port 
configuration.

Factory-X Guardrails
Participants and Rules
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▪ One set of participants

▪ One set of rules

→ One Factory-X Dataspace
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TOMORROWTODAY

Way forward to M-X DATA ECOSYSTEM
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Factory-X
▪ MX-Port Hercules

▪ MX-Port Leo

▪ MX-Port Orion

Railway-X
Aerospace-X

Further 

data spaces

M-X DATA 

ECOSYSTEM 
(set of 

interoperable 

data spaces)

Semiconductor-X

CHEM-X

Catena-X

Factory-X proposal for
▪ Governance „M-X Verstetigung“
▪ Operating Model

▪ Set of common rules
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Configuration
"Hercules"



▪ Implement Dataspace standards

▪ factoryx-edc

▪ dataspace-protocol-lib

▪ fa3st-service

▪ various smaller services

▪ Maintain Test Systems

▪ async-aas-helm

▪ Eclipse Basyx: Repository and Registry

▪ Fraunhofer FA3ST: Repository and Registry

▪ MQTT Broker, Keycloak, MongoDB

▪ tx-deployment-edc (collab with TP4.D)

▪ 2 x Tractus-X EDC

▪ 4 x Factory-X EDC

▪ Databases

Take a step back: What TP4.A DOES
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All TP4.A does is grounded in specifications. 
Selected by the Enabling Team “Hercules”.
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Discovery

Access Control

Gate/API
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002 
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003 
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008 
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REST)
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011 

(AAS-
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Release 2025-12 bundles Specifications and Implementations.
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Feature Highlight:
Integration between AAS-Repository and AAS-Registry 
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Provider Consumer

FA3ST 

Repository

FA3ST 

Registry

Business App

“I’ve created a new Part! 
Here’s the AAS”

“I have a new AAS! If anyone is
searching, send them to me!” 

Dataspace 

Connectivity



cloud-hosted
Self-Deployed

Feature Highlight:
Open Source Components for Discovery & Security
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MX-Port Orion  
Cross-Company Exchange of 
OPC UA Shopfloor-Data 



MX-Port Orion - Overview
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▪ What is it?

▪ MX-Port concept based on OPC UA with
Companion Specification and DSP / DCP

▪ What can it do?

▪ Cross-company exchange of live shopfloor information

▪ What is it for?

▪ Cross-company exchange of existing OPC UA information

▪ (continuous) provision of machine-level data

▪ External condition monitoring / analysis

▪ Authorized and secure bidirectional communication with industrial equipment (e.g., remote control, remote maintenance)

▪ Benefits

▪ OPC UA is an established and widely used technology

▪ Semantic models / OPC UA Companion Specifications are available as freely accessible resources

▪ Information models are developed and harmonized together with experts from machine and plant manufacturers

▪ No additional effort caused by technology mismatches (conversion of information models)

Hercules

Use-Case Specific

Orion

AAS Submodel Templates OPC UA Comp. Specification

Decentralized Claims Protocol

Dataspace Protocol

HTTPS (AAS) MQTT OPC UA Binary
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MX-Port Orion - Variants
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Data Provider (P) Data Consumer (C)

ConnectorConnector

OPC UA 

Shopfloor 

Server

MQTT Broker
MQTT Consumer/JSON 

Readout Client
Gateway

OPC UA 

Publisher

Control Plane

Data Plane

Data Provider (P) Data Consumer (C)

ConnectorConnector

OPC UA Shopfloor 

Server

OPC UA Aggregation 

Server
OPC UA Client

Control Plane

Data Plane

OPC UA over MQTT (Publish/Subscribe)

OPC UA Binary (Client/Server)
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Planned ADR-Releases
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ADR011

AAS
MQTT

ADR014

OPC UA 
MQTT

ADR003

DCP

ADR002

DSP

ADR012

MQTT 
over DSP

ADR0XX

OPC UA 
Binary 

over DSP

ADR0XY

OPC UA 
Binary FX-

Profile

ADR009

DSP & 
AAS HTTP

ADR008

AAS
REST

*review phase
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SPS-Demonstrator 
Standardized provision of Energy Data
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SPS-Demonstrator
Standardized provision of Energy Data
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Shopfloor

Shopfloor

Edge

Machine Control

Data 

Space

Process Monitoring & Control

ERP-System

Technical Demonstrator

Autonomous Operation as a Service – TP 2.7 Orion Integration

Remote Shopfloor automated – Service improved!
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Based on MX-Port Orion

Machine Status PCF

Planned HMI-Demonstrator – TP 2.7 Remote Operator Panel

Video

Streams

Machine 

Status

Machine

Notification

Energy

Management
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Operator Panel

Machine

Planned HMI-Demonstrator – TP 2.7 Remote Monitoring
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MX-Port Leo
for AAS-based
Data Exchange



Immediate entry possible for data providers and data 
consumers

▪ A data provider only needs to provide an AAS server in accordance 
with IDTA / IEC 63278

▪ No further requirements need to be met to provide data

▪ Data consumer can access data in accordance with IDTA / IEC 
63278

Operation possible without 3rd party operating company

▪ Neither a data provider nor a data consumer needs to register at 
any 3rd party

Each company operates its own system to manage its 
identities

▪ Identities currently managed by a company do not need to be 
duplicated

▪ Identities extend down to the device/service and user level, not just 
the company level

Scalable regarding many partners for data exchange

▪ Gradually expandable following to business needs and opportunities 
of a company

MX-Port Leo: Think Big, Start Small, Scale Up!*

31*) Asset Administration Shell – Quick Start Guide March 3, 2026



Leo is based on successive levels “Stepn”
▪ Companies submitting to the rules underlying “Stepn+1” can also share data with companies submitting to the rules of 

“Stepn” only
▪ For a company to progress to a higher Step, an investment is required

▪ Regarding governance additional rules must be met

▪ Regarding technology additional software services must be implemented

Main levels of MX-Port configuration “Leo”
▪ Step 1: standardized internal data exchange based on MX Gate, MX Converter, and MX Adapter

▪ Making the own data understandable and accessible is an essential prerequisite for any cross-company data exchange

▪ Regarding MX Discovery and MX Access and Usage Control, the two partners agree individually at this stage

▪ Step 2: standardized MX Discovery

▪ The basis is a list of standardized company lookup information through which a data consumer can find a data provider's AAS 
server

▪ The data consumer can maintain the list entries itself or use a 3rd party operating company

▪ Step 3: standardized MX Access and Usage Control

▪ The basis is a list of trusted partner entries

▪ The data provider can maintain the list itself or use a 3rd party operating company

▪ The use of a 3rd party simplifies the onboarding of new partners

MX-Port Leo: Steps for Gradual Extension of Inter-Company 
Data Exchange
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Step 3: standardized concepts for 
data sovereignty and trust

Step 1: standardized common data 
models and data access

Step 2: standardized discovery of 
the data provider

33

MX-Port configuration “Leo” paves the way for companies to be 
able to share data with many partners in the future

building on each other

building on each other

MX-Port configuration

“Leo”

MX-Port

data provider

MX-Port

MX Gate

MX Converter

MX Adapter

MX Gate

MX Converter

MX Adapter

MX Discovery

MX Acc. & Usg. Ctrl.

MX Discovery

MX Acc. & Usg. Ctrl.

data consumer

business 
application 
(responder)

business 
application 
(requester)

company lookup 
operator

MX Discovery

MX-PortMX-Port

MX Gate

MX Converter

MX Adapter

MX Gate

MX Converter

MX Adapter

MX Discovery

MX Acc. & Usg. Ctrl.

MX Discovery

MX Acc. & Usg. Ctrl.

data consumer

business 
application 
(responder)

business 
application 
(requester)

MX-Port

data provider

MX-Port

MX Gate

MX Converter

MX Adapter

MX Gate

MX Converter

MX Adapter

MX Discovery

MX Acc. & Usg. Ctrl.

MX Discovery

MX Acc. & Usg. Ctr l.

data consumer

business 
application 
(responder)

business 
application 
(requester)

company lookup 
operator

MX Discovery

trusted partner 
list operator

MX Acc. & Usg. Ctrl.

data provider

Note: Step 2 (additional discovery options) and Step 3 (additional security options) can be swapped
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MX-Port Leo in a Nutshell
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FX Token

Trusted Partner List

Company Lockup

Consumer / Company C Provider / Company P



MX-Port Leo: Reference Architecture
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AAS Client AAS Server

Consumer / Company C Provider / Company P

FX Token

technical user

(1)

Trusted Partner List

STS
(Token Exchange)

Gateway

(5) Token 

exchange

(7) Forward request

Consumer IdP

STS
(Token Exchange)

(2)

(0) Register as trusted issuer

Human user

optional

Token issued by Consumer IdP Factory-X Identity Token (issued by Consumer) Token issued by Provider

(Token validation)

Company Lockup

Yellow Pages

Gateway

(3) Token 

exchange

(4) Forward request

(0) Register domain and company servers

(0) Register products, capabilities, etc.

(6) Fetch 

public key 

for token 

validation

(0) Get trusted list 



Main use cases

• Find company information (domain, endpoints, etc.) by 
company name, asset ID, and ID Link (REQ005)
→ Company Lookup

• Find company by content (query for products, 
capabilities, etc.) (REQ014)
→ Yellow Pages

General design: 2-step approach

• First step: MX Discovery
(MX-Port Leo shared service)

• Second step: AAS Discovery / AAS Registry
(provider-side service at MX Gate level)

MX-Port Leo: MX Discovery
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Two services facilitate the discovery of 

business partners



MX-Port Leo: MX Access and Usage Control
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1) Client (technical user – human optional) authenticates and acquires access token from the 
Consumer’s Authorization server

2) Send request to Gateway on Consumer side

3) STS (secure token service): Token exchange to create FX (identity) token

4) Then, the Client starts an AAS request using the Factory-X token

5) On Provider side, the Gateway initiates a token exchange to exchange the Factory-X token to an 
access token of the Provider domain

6) STS validates token: (a) token format, (b) trusted issuer via trusted list

7) Gateway forwards the request to the AAS server

Consumer and Provider all trust a Factory-X 
Governance Body which onboards partners to 

Factory-X. This body issues/maintains a trusted list 
which includes public keys (and identities/names) of 

partner organizations. Token validation based on 
trusted lists is done on Provider side.

AAS Client AAS Server

Consumer / Company C Provider / Company P

(4) https / REST call 

with FX identity token

technical user

Gateway

(7) Forward request

Return 

access 

token

(0) Registered as trusted issuer

Human user

optional

Token issued by Consumer IdP Factory-X Identity Token (issued by Consumer) Token issued by Provider

Gateway

(1)

Consumer IdP

STS
(Token Exchange)

(3) Token 

exchange

(2)

STS
(Token Exchange)

(5) Token 

exchange

(6) Token validation

(0) Get trusted list

Trusted list issued 
by FX Governance 

Agency



MX-Port Leo: MX Access and Usage Control:
Current Setup for Experimentation
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AAS Client AAS Server

Consumer / Company C Provider / Company P

(3) https / REST 

call with provider 

token

technical user

Return 

access 

token

(0) Registered as trusted issuer

Human user

optional

Token issued by Consumer IdP Factory-X Identity Token (issued by Consumer) Token issued by Provider

(1)

Consumer IdP

STS
(Token Exchange)

(2) Token 

exchange

STS
(Token Exchange)

(4) Token exchange/validation

(0) Get trusted list

https://iam-security-training.com/consumer/sts https://iam-security-training.com/provider/sts

https://iam-security-training.com/trustlist/trustlist.xml

Trusted list issued 
by FX Governance 

Agency

- AASPE
- FA3ST

https://iam-security-training.com/consumer/sts
https://iam-security-training.com/consumer/sts
https://iam-security-training.com/consumer/sts
https://iam-security-training.com/consumer/sts
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Trusted List

• XML document listing trusted issuers in the 
dataspace

• Based on established (ETSI) standards

FX Token

• Lean design (no redundancies)

• Principle of need-to-know (few claims)

• Organization and domain derived via trusted list

• Limited attack surface (claim “aud”)
• Identification of user (claim “email”) or 

service/device (claim “client_id”)
• Based on established (IETF) standards

MX-Port Leo: MX Access and Usage Control:
Trusted List & FX Token
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MX-Port Leo: Integration of Discovery and Security in ZVEI PCF 
Showcase (Internal Hackathon)
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• “Start small”: AAS as starting point – MX-Port Leo integrates in today’s setups for (inter-
company) data exchange

• “Scale up”: additional options (“Steps”) for discovery and security as needed – well 
integrating into existing AAS architectures

-----

• Discovery: two services for finding business partners: Company Lookup, Yellow Pages

• Identity: no new identities issued – Data Provider & Data Consumer use their available 
identities

• Authentication: based on F-X Token and light-weight Trusted Partner List

• Authorization: using available mechanisms in AAS Registry and AAS Repository based on 
AAS Security (IDTA-01004)

• Usage Control: description of usage policies associated with provided data supported

• Operation: central and decentral operation of Leo’s discovery (Company Lookup) and 
security (Trusted Partner List) possible

MX-Port Leo: Summary / Key Aspects
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Low entry barrier, but individually and gradually expandable



Thank you!

Contact information:

info@factory-x.org

www.factory-x.org
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