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Executive Summary Governance MX-Port Configuration 
“Leo” 

In a data ecosystem, it is necessary to agree on common rules. These rules concern, on the 
one hand, business processes that organizations must follow, and, on the other hand, technical 
entities that must meet corresponding criteria. Therefore, a data ecosystem must have one or 
more organizations with the mandate to define these common rules. 

The starting point for the governance discussion is an agreement on the business roles that 
must be considered in the context of the Factory-X data ecosystem. One of these business 
roles is a “governance body”, which is characterized by the right to define such common rules. 

The governance of Factory-X will be carried out under an M-X governance organization, whose 
overarching tasks are described in [1]. However, regarding the MX-Port configuration “Leo”, 
the rules defined by the M-X governance organization – especially with regard to the technical 
aspects – must be further specified. In the MX-Port configuration “Leo”, this should be done 
both by one or more working groups of the planned M-X governance organization and by ex-
isting organizations such as the IDTA eV.. 

The MX-Port configuration “Leo” distinguishes between architectural governance and applica-
tion governance. Architectural governance concerns the shared services designed for the MX-
Port configuration “Leo”, see [2]. This clearly defines who should assume governance for the 
individual shared services. Application governance concerns business applications and data 
models including which concrete shared services shall be used, for example concrete versions 
or options. In the MX-Port configuration “Leo”, this application governance can be assumed by 
any governance body or community, under the condition that the business applications use 
the shared services of the MX-Port configuration “Leo” and the data models follow the IDTA 
eV. governance regarding the structure of Submodels and Submodel templates including the 
AAS metamodel and AAS interface. The concrete functions of the business applications and 
the concrete contents of the data models are then defined by the application governance. 
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1 General 

1.1 Starting Position 

Factory-X will develop a digital ecosystem for factory outfitters and factory operators and con-
siders a large and diverse range of machine builders, component suppliers, factory operators 
and software application providers. Therefore, Factory-X is moving beyond a “one-size-fits-all” 
approach based on the concept of a modular MX-Port, see [1]. The modular MX-Port is a 
technical concept enabling that software applications are integrated in a uniform manner and 
that existing software applications can be integrated without having to change them. The Fac-
tory-X project will prototype three configurations of the MX-Port: MX-Port configuration “Leo”, 
MX-Port configuration “Hercules” and MX-Port configuration “Orion”. These different MX-Port 
configurations implement the requirements of the Factory-X use cases individually. 

Data spaces need governance and there is already a governance model from Catena-X. While 
the MX-Port configuration “Hercules” will be largely based on the Catena-X governance model, 
the MX-Port configuration “Leo” focuses on other requirements, such as making application 
governance very open and ultimately leaving the specific implementations to the market. 
Therefore, it is necessary to examine on the one hand which governance concepts can be 
adopted from Catena-X, and, on the other hand, to determine where suitable extensions to the 
governance concept are necessary and what a higher-level governance model for Factory-X 
and Manufacturing-X could look like. 

The fundamental cornerstone of this is the requirement specification for an M-X-organization, 
see [1], into which the governance of the MX-Port configuration “Leo” will be integrated. Fur-
thermore, the technical concept of the MX-Port configuration “Leo” according to [2] must be 
considered, in particular by defining the governance for the shared services of the MX-Port 
configuration “Leo”. 

1.2 Purpose and Scope 

The purpose of this document is to describe the governance for the MX-Port configuration 
“Leo”. The aim of the document is to be understandable for the product owners and technical 
architects of the Factory-X use cases. They should be able to evaluate the contents of this 
document regarding the impact on their use case. 

This document is based on the concept paper MX-Port Configuration “Leo”, see [2], and refines 
Chapter 7 “Governance aspects”. 

1.3 Overall Structure of the Document 

Chapter 2 defines the business roles considered in Factory-X. This definition is independent 
of the various MX-Port configurations and applies to all MX-Port configurations. 

Chapter 3 describes the governance for the MX-Port configuration “Leo”. This includes a de-
scription of governance in terms of architectural and application governance, as well as a de-
scription of the governance for the shared services of the MX-Port configuration “Leo”. 

Chapter 4 uses examples to illustrate how the specific governance of the MX-Port configuration 
“Leo” can be implemented in different ways. 
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2 Business Roles in Factory-X 

2.1 Overview and context Manufacturing-X 

We define a business role as a set of characteristics of a legal entity or organization to exhibit 
a set of required behaviors, see [2]. Table 1 provides an overview of the business roles con-
sidered in Factory-X, as well as the corresponding icon used in the graphics to symbolize the 
business role.1 

 

Business Roles in Factory-X Used icon 

Governance body   

Data provider / data consumer 
(sometimes called business application / shared service user)  

Business application operator  

Shared service operator 
(sometimes called operating company)  

Conformity assessment body  

Community 
 

Supporting services 
 

Table 1: Overview of business roles in Factory-X 

To place it in the overarching context of Manufacturing-X, Figure 1 illustrates the layers at 
which the various business roles perform their activities within the foundational framework of 
Manufacturing-X. Data provider, data consumer, and business application operators are busi-
ness roles whose goal is to implement one or more use cases. Shared service operator is the 
business role whose goal is to provide the use cases with reusable functionality across use 
cases. Conformity assessment body is the business role whose goal is to testify2 compliance 
with certain regulations. The supporting services and community business roles can operate 
on different layers. 

 
1 The following changes compared to [2], Chapter 7 “Governance Aspects”, have been made in Table 1: 

• Standardization is a specific governance body. 

• Certifier has been renamed to conformity assessment body. 

• The shared service provider role has been integrated into the shared service operator role. 

• The business application provider role has been integrated into the business application operator role. 

• The community role has been added. 

2 We chose the term “testify” instead of “certify” because also weaker types of compliance should be considered. 
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Figure 1: Scope of Business Roles in Relation to the Foundational Framework for Manufacturing-X 

Figure 2 shows a different perspective on classification, placing the various business roles in 
relation to the development of industrial data ecosystems. Note that this classification is only 
possible with a certain degree of imprecision. 

 

Figure 2: Main Scope of Business Roles in Relation to Development of Industrial Data Ecosystems 

2.2 Description of business roles of Factory-X 

2.2.1 Governance body 

A governance body is a legal entity providing governance. 

Governance involves providing recommendations (“best practices”) as well as defining regu-
lations. Regulations are typically open to interpretation and therefore need to be constantly 
refined. Governance also defines how it is testified that someone has met the regulations. 

The tasks of a governance body include in general 

• Coordination, marketing and communication tasks, which do not include any authority 

to make decisions. 

• The right to make decisions regarding criteria a technical entity must meet, for exam-

ple the characteristics of an AAS server or a concrete AAS Submodel template. The 
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technical entities that are considered in Factory-X regarding governance by a govern-

ance body are described in 2.3. 

• The right to make decisions regarding a business process to be followed by a legal 

entity, for example how to develop a Submodel template. The business roles consid-

ered in Factory-X regarding governance by a governance body are described in 2.2. 

Factory-X distinguishes between architecture and application governance3. The driver for ar-
chitecture governance is the common technical foundation in the form of shared services and 
a shared technological base layer, as shown in Figure 1. The driver for application governance 
is the technical and business goals of the Factory-X use cases. 

Governance can be cascaded in the sense that a governance body can provide governance 
to another governance body, see also 4.4. For example, based on the basic specifications of 
one governance body another governance body can specify the version to be supported. 

2.2.2 Data provider and data consumer 

A data provider is a legal entity providing data on a request of a data consumer. A data provider 
has the rights to use and provide the data. 

A data consumer is a legal entity requesting data. 

The governance models of the individual MX-Port configurations define the aspects to be con-
sidered by data provider and consumer: 

• Data providers and consumers use data models. Therefore, the application guides of 

the used data models shall be applied by the data providers and consumers. 

• Data providers and consumers use business applications. Therefore, the application 

guides of the used business applications shall be applied by the data providers and 

consumers. 

2.2.3 Business application operator 

A business application operator is a legal entity providing, operating and maintaining a busi-
ness application. Provisioning can be done by licensing a software application from another 
legal entity. The governance models of the individual MX-Port configurations define these busi-
ness applications and how they are assessed regarding conformity. 

2.2.4 Shared service operator 

A shared service operator is a legal entity providing, operating and maintaining a shared ser-
vice. Provisioning can be done by licensing a software service from another legal entity. The 
governance models of the individual MX-Port configurations define these shared services and 
how they are assessed regarding conformity. 

2.2.5 Conformity assessment body 

A conformity assessment body is a legal entity creating a compliance statement regarding 
conformity. In general, all technical and legal entities can be assessed regarding conformity, 
for details see 2.3. The governance models of the individual MX-Port configurations define 
which entities can be assessed regarding conformity and how this is done. 

 
3 Sometimes, in the context of governance of data ecosystems, the term “architecture” is also referred to as “mech-
anisms for data exchange” and the term “application” as “data models”. 
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2.2.6 Community 

A community is an organization of different business stakeholders pursuing a common goal. 
The technical entities delivered by a community can be subject to governance of a governance 
body. Note that if a community is not a legal entity, the governance “The right to make decisions 
regarding a business process to be followed by a legal entity” is not applicable. 

2.2.7 Supporting service 

A supporting service is a legal entity providing services. Examples are consulting/advisory ser-
vices, development services, onboarding services, SME training and support services. Both 
the business processes of a supporting service and the technical entities delivered by a sup-
porting service can be subject of governance of a governance body. 

2.3 Description of technical entities of Factory-X 

2.3.1 Data model 

A data model is a description of data and their relationships for a specific application. 

The purpose of specifying a data model is to support semantic interoperability. 

A data model is provided and maintained by a governance body or community. 

The following aspects of governance shall be considered for a data model: 

• Application governance regarding the provision and maintenance of a specification of 

the structure and usage (application guide) of a concrete data model. 

• Architecture governance regarding the process, how a data model should be provided 

and maintained. This recommended architecture governance can be further detailed 

by additional application governance. 

• Architecture governance regarding the process, how compliance of a data model 

should be testified regarding the specification of the structure and usage. This recom-

mended architecture governance can be further detailed by additional application gov-

ernance. 

• Architecture governance regarding the process, how a governance body or community 

should be certified against the process how its data model should be provided and 

maintained. This recommended architecture governance can be further detailed by ad-

ditional application governance. 

These specifications and processes are defined and maintained by one or more governance 
bodies or communities. 

2.3.2 Business application 

A business application is a software application using shared services. 

A business application is designed for easy system integration to interact with legacy applica-
tions and other business applications. 

A business application is provided, operated and maintained by a business application opera-
tor and used by one or more data provider and/or consumer. 

The following aspects of governance shall be considered for a business application: 
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• Application governance regarding the provision and maintenance of a specification of 

the functionality and usage (application guide) of a business application. 

• Architecture governance focuses on interoperability, interface compatibility, and exter-

nally observable behavior. Internal provisioning, operation, and maintenance pro-

cesses remain the responsibility of the business application operator. This recom-

mended architecture governance can be further detailed by additional application gov-

ernance. 

• Architecture governance regarding the process, how compliance of a business appli-

cation should be testified regarding the specification of the functionality and usage. This 

recommended architecture governance can be further detailed by additional applica-

tion governance. 

• Architecture governance regarding conformance assessment should focus on tech-

nical interoperability at interface and protocol level rather than on organizational or op-

erational certification of business application providers This recommended architecture 

governance can be further detailed by additional application governance. 

These specifications and processes are defined and maintained by one or more governance 
bodies or communities. 

Business applications use shared services. Therefore, the application guides of the used 
shared services shall be considered. 

2.3.3 Legacy application 

A legacy application is a software application not using shared services. 

A legacy application is enabled by system integration to interact with business applications and 
other legacy applications without the need for internal changes to the legacy application. 

A legacy application is operated by a data provider or consumer. 

There is no governance regarding a legacy application. 

2.3.4 Shared service 

A shared service is software functionality provided through interfaces. 

A purpose to specify a shared service is the reuse across use cases and supporting the North-
Star qualities. Shared services implement the layers of the MX-Port concept. Note: the term 
“shared” refers to the functionality and not to the operation 

A shared service is provided, operated and maintained by a shared service operator and can 
be called by different business applications. 

The following aspects of governance shall be considered for a shared service: 

• Architecture governance regarding the provision and maintenance of a specification of 

the functionality and usage (application guide) of a shared service. 

• Architecture governance regarding the process, how a shared service shall be pro-

vided, operated and maintained. 

• Architecture governance regarding the process, how compliance of a shared service 

shall be testified regarding the specification of the functionality and usage. 
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• Architecture governance regarding the process, how a shared service operator shall 

be certified against the process, how its shared service shall be provided, operated and 

maintained. 

These specifications and processes are defined and maintained by one or more governance 
bodies. 

3 Governance Principles MX-Port configuration “Leo” 

3.1 General 

Figure 3 shows the overall guiding principles of the MX-Port configuration “Leo”, which can be 
summarized as follows: 

• The governance of the MX-Port configuration “Leo” is subject to the M-X governance 

organization as described in [1]; see also the relevant explanations in section 3.3. Note 

that this document focuses on technical specifications regarding compliance with busi-

ness processes and with criteria for technical entities, while the M-X governance or-

ganization, according to [1], currently does not provide any specific technical specifica-

tions within its scope. 

• The governance of the MX-Port configuration “Leo” distinguishes between application 

and architecture governance, as described in section 2.2.1: 

o Application governance can be assumed by any governance body or community. 

Note that this can lead to an uncontrolled and uncoordinated development of 

technical entities, particularly data models, which has a negative impact on 

interoperability. The way forward here is not to drive such necessary consolidation 

top-down from a governance perspective, but rather to shape it bottom-up based 

on the specific needs and developments in the market. Further details on 

application governance are described in section 3.2. 

o Architecture governance refers to the specific shared services of the MX-Port 

configuration “Leo” as described in [2]. Further details on architecture governance 

are described in section 3.3. 

• Regarding the requirements for a conformity assessment body, the MX-Port configura-

tion “Leo” distinguishes the testification with respect to technical entities and business 

processes as follows: 

o Testification regarding technical entities – specifically data models, business 

applications, and shared services – is defined by the governance bodies and 

communities that assume application governance in accordance with section 3.2. 

Initially, only self-testification will be required. However, from a long-term 

perspective, self-testification will not be sufficient to ensure interoperability. The 

goal should be for testification to be carried out as follows: 

▪ Regarding data models, testification should be based on mechanisms provided 

by IDTA e.V., in particular regarding the guidance of a submodel by a submodel 

template. 

▪ Regarding business applications and shared services4 testification should be 

based on clearly defined specifications, interfaces, and behavioral contracts, 

independent of any concrete reference implementation. 

 
4 Regarding shared services testification can additionally use an open-source reference implementation against 
which testing is performed. 
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o It is currently not planned that the testification of business processes to be followed 

is specific to the MX-Port configuration “Leo”. If these aspects are further detailed 

within the overarching considerations of Factory-X or Manufacturing-X, this 

assumption must be reviewed. 

 

Figure 3: Overall governance of MX-Port configuration “Leo” 

Figure 4 shows the different steps of the MX-Port configuration “Leo” according to Figure 2 of 
[2]. All three of these steps comply with the governance provisions of the governance body 
“Leo”; thus, steps 2 and 3 are optional and not mandatory. In step 1, the architecture govern-
ance is limited to MX Gate, MX Converter, and MX Adapter and makes no provisions to MX 
Discovery and MX Access & Usage Control. How and whether MX Discovery and MX Access 
& Usage Control are implemented in step 1 can be individually defined by application govern-
ance. Note that explanations in chapters 3.2, 3.3, and 4 address step 3. 

 

Figure 4: steps of MX-Port configuration “Leo” building on each other, see figure 2 in [2] 

Note that Leo does not implement any enforcement of usage policies with regard to usage 
control, see section 5.5 of [2]. 
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3.2 Application governance of MX-Port configuration “Leo” 

3.2.1 Governance regarding data models 

Data models of the MX-Port configuration “Leo” are Submodels and Submodel templates. Fig-
ure 5 illustrates the governance of MX-Port configuration “Leo” regarding data models. Follow-
ing 2.3.1 the governance can be summarized as follows: 

• The specification of structure and usage of concrete Submodels and Submodel tem-

plates5 can be assumed by any governance body or community and shall be guided by 

IDTA eV. 

• The specification of the process how a concrete Submodel and Submodel template is 

provided and maintained can be assumed by any governance body or community and 

should be guided by IDTA eV. 

• The definition of the testification regarding Submodels and Submodel templates and 

regarding the processes how to provide and maintain Submodels and Submodel tem-

plates can be assumed by any governance body or community and should be guided 

by IDTA eV. 

 

Figure 5: Governance of MX-Port configuration “Leo” regarding data models 

3.2.2 Governance regarding data provider and data consumer 

Governance regarding data provider and data consumer of the MX-Port configuration “Leo” 
can be assumed by any governance body or community. This governance includes the follow-
ing aspects: 

 
5 It is the responsibility of application governance to decide to what extent only Submodel templates are specified 
and to what extent no specifications are made for Submodels. Note that there can be Submodels that are guided 
by a Submodel template. 
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• A data provider shall be discoverable through a company lookup service, as described 

in the application guide of the company lookup service. 

• Data requests from a data consumer shall be authenticated by the data provider using 

the trusted partner list management service, as described in the application guide of 

the trusted partner list management service. 

3.2.3 Governance regarding business application operators 

Governance regarding business application operators of the MX-Port configuration “Leo” can 
be assumed by any governance body or community. Figure 6 illustrates the governance of 
MX-Port configuration “Leo” regarding business applications following 2.3.2. If there is a de-
pendency of a business application to specific data models, this is part of the specification of 
the functionality and usage of the business application. 

 

Figure 6: Governance of MX-Port configuration “Leo” regarding business applications 

3.2.4 Governance regarding shared service operators 

The architecture governance regarding the shared services, see 3.3, can be further restricted 
by any governance body or community within the framework of application governance. Ex-
amples include defining variants that are permitted by the architecture governance or specify-
ing concrete versions of shared services. 

3.3 Architecture governance of MX-Port configuration “Leo” 

Figure 7 provides a detailed view of the architecture governance of the MX-Port configuration 
“Leo” illustrated in Figure 3, regarding the specific shared services according to [2], and thus 
also clarifies the logical governance body “Leo” shown in Figure 3. 

• AAS client: AAS clients access AAS server; therefore, the application guide of the ac-

cessed AAS server shall be considered. 

• AAS server: The specification of functionality and usage and specification of the pro-

cess regarding provision, operation and maintenance should be developed and main-

tained by IDTA eV. For testification see general remarks in 3.1. 

• Gateway service, credential store service, identity and access management service, 

token exchange service (including the specification of the structure and content of an 
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“FX token”): The initial specification of functionality and usage and the initial specifica-

tion of the process regarding provision, operation and maintenance will be developed 

by the Factory-X project. This specification should be maintained by a working group 

of the M-X governance organization according to [1]. For testification see general re-

marks in 3.1. 

• Trusted partner list management service: The initial specification of functionality and 

usage and the initial specification of the process regarding provision, operation and 

maintenance will be developed by the Factory-X project. This specification could be 

maintained by IDTA eV or IDunion SCE. The application guide and the testification 

processes will be defined by a governance body or community representing all data 

providers and data consumers, which want to share data for the considered use case. 

• Company lookup service: The initial specification of functionality and usage and the 

initial specification of the process regarding provision, operation and maintenance will 

be developed by the Factory-X project. This specification could be maintained by IDTA 

eV. The application guide and the testification processes will be defined by a govern-

ance body or community representing all data providers and data consumers, which 

want to share data. 

The overall concept of the MX-Port configuration “Leo” according to [2] should also be main-
tained by a working group of the M-X governance organization according to [1]. 

 

Figure 7: Candidates for architecture governance of MX-Port configuration “Leo” 

Note that the shared services “AAS server”, “AAS client”, “gateway service”, “credential store 
service”, “identity and access management service” and “token exchange service” of the MX-
Port configuration “Leo” are operated by the data provider and data consumer or on their be-
half, while the shared services “trusted partner list management service” and “company lookup 
service” can also be operated by an independent 3rd party shared service operator. 

Note that IDTA GmbH is also interested to assume the business role “shared service operator“ 
for the shared service “company lookup service” and IDunion SCE is also interested to assume 
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the business role “shared service operator” for the shared service “trusted partner list manage-
ment service”. But any other candidate like for example Cofinity-X can also assume the busi-
ness role “shared service operator” for the shared services “company lookup service” and 
“trusted partner list management service”. 

4 Generic Examples for MX-Port configuration “Leo” 

4.1 General 

This chapter explains some generic examples of how governance can be developed without 
claiming to be complete. 

4.2 Example I 

Figure 8 shows an example where the two companies, company A and company B, have 
agreed to exchange publicly available data according to a specific Submodel template. 

 

Figure 8: Company A provides publicly available data according to a specific Submodel template to company B 

In this example there are the following legal entities and communities 

• Governance body “Leo” according to chapter 3. 

• A community that defines the specific Submodel template, in this case the community 

consisting of company A and company B. This community submits to the governance 

body “Leo”, which, for example, defines the structure of Submodel templates and the 

necessary AAS interfaces. 

• Company A in the role of a data provider, which provides data to Company B according 

to the agreed Submodel template. 

o Company A provides its company lookup information to company B. The 

community defines how the company lookup information and “company lookup 

service” is implemented. 

o Company A operates a business application “appA” that provides the data. 
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• Company B in the role of data consumer, which requests data from Company A ac-

cording to the agreed Submodel template. 

o Company B operates a business application “appB” that requests the data 

o Company B operates the shared service “company lookup service” in which the 

company lookup information of company A is managed.. The community defines 

how the company lookup information and “company lookup service” is 

implemented. 

o Company B requests data. 

4.3 Example II 

Figure 9 shows an example where two companies, company A and company B, both members 
of an industry association, for example, ZVEI, have agreed to exchange confidential data ac-
cording to a specific Submodel template based on a standardized discovery of the data pro-
vider and a standardized concept for data sovereignty and trust, see [2] Figure 2. 

 

Figure 9: Members of an association exchange confidential data according to a specific Submodel template using 
3rd party service operators for the “company lookup service” and “trusted partner list management service” 

In this example there are the following legal entities and communities 

• Governance body “Leo” according to chapter 3 (architecture governance). 

• An association in the role of a governance body (application governance), which or-

ganizes the community of its members. This association submits to the governance 

body “Leo” (architecture governance), which, for example, defines the structure of Sub-

model templates and the necessary AAS interfaces. 

• OpCo 1 in the role of an independent shared service operator operating the shared 

service “company lookup service”, in which the company lookup information of any 

company, especially all members of the association, can be managed. 

• OpCo 2 in the role of an independent shared service operator operating the shared 

service “trusted partner list management service”, in which the trusted partner entry of 

any company, especially all members of the association, can be managed. 
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• Any company A in the role of a data provider, where company A is a member of the 

association, and which provides data according to the agreed Submodel template. 

o Company A provides its company lookup information to OpCo 1. 

o Company A operates a business application “appA” that provides the data. 

• Any company B in the role of data consumer, where company B is a member of the 

association, and which requests data according to the agreed Submodel template. 

o Company B provides its trusted partner entry to OpCo 2. 

o Company B operates a business application “appB” that requests the data. 

o Company B requests data using the own credentials. 

4.4 Example III 

This example serves to illustrate cascaded application governance. It assumes that step 3 of 
[2] Figure 2 applies, and therefore all communities and governance bodies assuming applica-
tion governance are subject to the architecture governance of the governance body “Leo”. 

Figure 10 illustrates, without claiming to be complete, some governance bodies and commu-
nities. In this example, governance bodies, as defined in 2.2.1, are legal entities, specifically 
associations or companies. According to 2.2.6, communities do not need to be legal entities; 
they can, for example, be temporary working groups within an association or a group of com-
panies that have agreed to cooperate based on a joint non-disclosure agreement. 

 

Figure 10: Illustration of cascaded application governance 

Association 1 submits to the architectural governance defined by the governance body “Leo” 
and specifies the conditions under which someone can become a member of this association. 
All these members thus form a data space6 and can share data according to the application 
governance of association 1. Specifically, this will manifest itself, among other things, in the 
following: 

 
6 Factory-X develops one data space characterized by the participating companies and common rules. Therefore, 
the term “data space” here refers to a subset of companies participating in the Factory-X data space that, in addition 
to the common rules of Factory-X, also submit to the rules of association 1. 
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• Association 1 defines the conditions under which a data provider is discoverable 

through a company lookup service. 

• Association 1 defines the conditions under which data requests from a data consumer 

can be authenticated by the data provider using the trusted partner list management 

service. 

• Association 1 can make further specifications, for example, which specific Submodels 

each member must provide, for example, according to the Submodel template “contact 

information”. 

What has been said for association 1 also applies to association 2 and, analogously, to com-
pany 1. 

Company 2 submits to the application governance of association 2 and thus also to the archi-
tectural governance defined by the governance body “Leo”. Company 2 adds further conditions 
to the membership requirements for association 2 so that a company can become a supplier 
of company 2. All these suppliers, including company 2, then form a data space and can share 
data according to the application governance of company 2. This could mean, for example: 

• Company 2 specifies further conditions that a supplier is discoverable through a com-

pany lookup service. 

• Company 2 specifies further conditions regarding authentication based on the trusted 

partner list management service. 

Community 1 submits to the application governance of association 1 and association 2, and 
thus also to the architectural governance defined by the governance body “Leo”. Company 2 
adds further conditions to the membership requirements for association 1 or association 2 so 
that someone can be an interested partner in the use case under consideration. All these in-
terested partners thus form a data space and can share data according to the applicable gov-
ernance of community 1. 

What has been said for community 1 also applies analogously to community 4. 

5 Example for specific Application Governance 

5.1 General motivation 

When implementing specific demonstrators, certain agreements can be made ad hoc and bi-
laterally. However, to ensure the transition from a specific demonstrator to a generally appli-
cable use case, all agreements made bilaterally and ad hoc within the demonstrator must be 
formulated in a generally applicable way and their implementation must be guaranteed. Only 
in this way can interoperability between any data provider and data consumer in a use case 
be ensured. 

Example of such agreements for the use case “Collaborative Information Logistics”, for details 
see also section 5.2: 

• It is agreed to use the Submodel templates “technical data”, “handover documentation”, 

and “digital nameplate”. Furthermore, the AAS File Server is provided, and certain spe-

cific interface functions of the AAS interface are required, but not, for example, query 

functions. Additionally, specific versions of the shared services, the Submodel tem-

plates, and the AAS metamodel are defined. 
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Example of such agreements for the use case “Integrated Toolchains & Collaborative Engi-
neering”7: 

• Here, too, the Submodel template “technical data” is required, but unlike for the use 

case “Collaborative Information Logistics”, the AAS interface of an AAS server in this 

use case must also provide query functions. 

These examples illustrate the need for use-case-driven application governance. Attempting to 
define these aspects uniformly for all use cases would negatively impact market adoption: 
either functionality would have to be provided that is not needed for a specific use case, or 
aspects necessary to ensure interoperability for a specific use case would be missing. 

Over time, however, it is quite conceivable to transfer certain aspects of use-case-specific 
application governance into architecture governance. 

5.2 Application governance for Handover Documentation 

5.2.1 General 

The handover documentation of a product is created by a product supplier. The handover 
documentation defines a standardized exchange format for information or documentation for 
a specific product. This can be both product type and product instance information. The hand-
over documentation is created by the product supplier and made available as an AAS for the 
product type or each instance of the product. 

A data consumer can access the handover documentation at the AAS server of the product 
supplier, consuming the complete documentation or only parts of it. A data consumer can ob-
tain a copy of the handover documentation and use it, for instance as part of the machine 
documentation, or using the product in a factory: 

• The handover documentation of a product can be requested by a data consumer from 
the product supplier. 

• The handover documentation can be pushed by the product supplier to the data con-
sumer. 

5.2.2 Governance regarding data models 

The minimum requirements for handover documentation are: 

• The digital nameplate of the product, following the Submodel template “digital name-
plate” of the IDTA. 

• Technical data of the product, based on ECLASS classifications and properties for the 
product. Note that these classifications and properties vary regarding the different prod-
ucts. Therefore, different Submodel templates for “technical data” can be used. 

• Documentation, following the Submodel template “handover documentation” of the 
IDTA. This Submodel template is guided by VDI 2770 Part 1, which defines the identi-
fication and classification of documents, but not its contents. 

Note that for complex products, for example products consisting of other products (bill of ma-
terial), additional aspects of the handover documentation must be considered, what is not cov-
ered in this section. 

 
7 Details are currently under discussion. 
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In addition to these content specifications for the handover documentation, the application 
governance also defines the version of the Submodel templates (and ECLASS classifications 
and properties) to be used. 

5.2.3 Governance regarding data provider and data consumer 

Data consumer shall be able to connect to the AAS server. Data consumer and data provider 
can clarify the necessary discovery information bilaterally (see [2] Figure 2 step 1) or use the 
standardized discovery (see [2] Figure 2 step 3). 

Data consumer shall be able to connect to the AAS server, allowing unauthorized access and 
authorized access. Access rules are defined by the product supplier. Data consumer can use 
either access credentials provided by the product supplier (see [2] Figure 2 step 1) or their own 
identities, verifiable based on the trusted partner list management service (see [2] Figure 2 
step 3). 

5.2.4 Governance regarding business application operators 

Data providers and data consumers will use business applications to exchange handover doc-
umentation. Application governance will define the workflows to be supported by the business 
applications to provide and exchange the handover documentation. This includes, for example, 

• Creating the relevant AASs at the product supplier and data consumer during the prod-

uct order process 

• Creating or updating the relevant AASs at the product supplier and data consumer 

during the product delivery and installation process 

• Exchanging the handover documentation between the product supplier and data con-

sumer. Note that both the data consumer and the product supplier can actively initiate 

the exchange of the handover documentation. 

5.2.5 Governance regarding shared service operators 

Shared service “AAS server” 

• The AAS interface of the AAS server of the product supplier shall provide the feature 

to read contents of the handover documentation according to the structure as described 

in 5.2.2 or to read the complete handover documentation (as AASx package). 

• If the handover documentation is pushed by the product supplier, the AAS server of the 

recipient shall provide the feature to write the contents of the handover documentation 

according to the structure as described in 5.2.2 or to write the complete handover doc-

umentation (provided as AASx package file). 

• In addition to the features of the AAS interface of the AAS server, the application gov-

ernance also defines the version of the AAS interface to be used. 

Shared service “trusted partner list management service” 

• The trusted partner list management service shall be operated securely, adhering to 

standard ISO 27001, see [4]. It can be assumed that this is a fundamental requirement 

for the architecture governance of the MX-Port configuration “Leo”. This will be dis-

cussed when detailing the architecture governance of the MX-Port configuration “Leo”. 
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