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General

1 General

MX-Port configuration “Leo” (aka. MX-Port Leo) is one of several realizations of the MX-Port
[1] based on the requirements of the use case of Factory-X [2]. The key principles and design
decisions of MX-Port Leo are described in [3]. This document further details these principles
and decision to allow the realization of MX-Port Leo, i.e., the implementation of its constituting
services and components.

Key topics for future work on the MX-Port and its three configurations—following the conclusion
of the Factory-X consortium—uwill include the use of a unified identity management and asset
discovery to ensure success of interoperable dataspaces. This will require continued
collaboration within a pre-competitive framework, such as the Plattform Industrie 4.0 or other
publicly funded consortium projects.

2 Introduction & Overview

As described in [3], for MX-Port Leo Step 1, data providers only need to provide an AAS server
in accordance with IDTA / IEC 63278 while data consumer can access data in accordance with
the same specification. Therefore, the description focuses on the elements of Step 2 and Step
3 of MX-Port Leo.

Note that in MX-Port Leo Step 1, data provider and data consumer can agree bilaterally on
means for discovery and security.

2.1 MX Discovery

A unified MX Discovery is covered/added in Step 2 of MX-Port Leo. The discovery of MX-Port
Leo offers two main functions:

e Company Lookup: find company information (domain, endpoints, etc.) by company
name, company domain, or asset ID (e.g., ID Link), and

e Yellow Pages: find company by content (i.e., query for capabilities like products or
manufacturing capabilities, etc.).

Note: These functions can be offered by two separate services or incorporated in a single
service.

The general design of discovery follows a 2-step approach. In a first step, the Company Lookup
Service (possibly in combination with the Yellow Pages Service) provides information about
the AAS servers (and possibly additional endpoints) of the data provider. In a second step,
detailed information about the queried item (e.g., an asset ID or a capability) is directly retrieved
from the data provider (e.g., through its AAS Discovery or AAS Registry endpoints) without
further involvement of Company Lookup Service or Yellow Pages Service.

2.2 MX Access and Usage Control

A unified MX Access and Usage Control is covered/added in Step 3 of MX-Port Leo. Secure
data exchange is achieved by introducing the following two main services and components:

o Trusted Partner List: a list of trusted partners of an MX-Port Leo dataspace used to
verify the issuer of an FX Token, and

June 2026 Factory-X 5



Introduction & Overview

e FX Token: a JSON Web Token (JWT) following a specified format that is issued by a
consumer and used to provide the identity metadata of a data consumer to a data
provider.

MX-Port Leo focusses on the authentication of the users. Authorization based on these verified
user identities can be defined by the data provider, e.g., by using attribute-based access
control (ABAC) as defined in [4].

2.3 MX-Port Leo Architecture

2.3.1 MX-Port Leo Key Elements

The main services and components introduced for MX Discovery (MX-Port Leo Step 2) as well
as MX Access and Usage Control (MX-Port Leo Step 3)—namely Company Lookup (plus
Yellow Pages, see note below), Trusted Partner List, and FX Token—comprise the key
elements of MX-Port Leo. They are depicted in Figure 1.

Company Lookup

Trusted Partner List

(Q FX Token

Data Consumer

Figure 1: Key elements of MX-Port Leo

Note: The Company Lookup Service can also incorporate a Yellow Pages Service, either
conceptually (as described in [3]) or as a separate realization.

Adhering to the specifications of these key elements ensures interoperability in a dataspace
defined by MX-Port Leo.

2.3.2 MX-Port Leo Reference Architecture

In addition to the key elements of MX-Port Leo, the reference architecture for MX-Port Leo also
comprises the following services and components:

o Token Exchange Service (aka. Secure Token Service — STS): a service
transforming the format of a JSON Web Token (JWT) used to generate an FX Token
(on data consumer side) and to consume an FX Token (on data provider side), and

o Gateway: a component to hide the functionality of the Token Exchange Service and to
realize transparent access from the AAS client of a data consumer to the resource
servers (e.g., AAS servers) of a data provider.

June 2026 Factory-X 6
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These additional elements facilitate the realization and implementation of MX-Port Leo for data
consumers and data providers within a dataspace defined by MX-Port Leo.

Introduction & Overview

The reference architecture of MX-Port Leo including the key and additional elements of MX-
Port Leo is depicted in Figure 2.

(0) Get company servers of data provider (0) Register domain and company servers
Company Lookup
(0) Register products, capabilities, etc.

Yellow Pages

(0) Register as trusted issuer
Trusted Partner List

/ \ (0) Get trusted list

(6) Fetch
public key
for token

validation
8TS 8TS
(eI (7 (Token Exchange) “ * (Token Exchange) {Taken validation)

A A A
(3) Token (5) Token
e @ O change (4) Forward request exchange e © (7) Forward request
v
') — 2) @ FX Token @
e
N AAS Client ey AAS Server
Human user  technical user (8) Response
optional
Data Consumer / Data Provider
@ Token issued by Consumer IdP O© Factory-X Identity Token (issued by Consumer) @ Token issued by

Figure 2: Reference architecture of MX-Port Leo

In Figure 2, the interaction between the different services and components is shown. The
sequence of calls is described in the following:

Interaction before the actual consumer-provider data exchange (initial one-time activities, i.e.,
usually when partners join the data space):

e (0) The data provider registers its company servers to the Company Lookup Service.
o (0) The data provider registers its capabilities to the Yellow Pages Service.

e (0) The data consumer registers the issuer (e.g., STS) that generates/signs the FX
Token to the Trusted Partner List Service (onboarding to the data space).

Note: The order of these interactions all indicated with (0) is not relevant. In addition, the actual
realization of these interactions is up to the governance of an MX-Port dataspace and out of
scope of this specification.

Interaction during the consumer-provider data exchange (in the following order):

e (0) The Token Exchange Service of the data provider requests the Trusted Partner List
from the Trusted Partner List Service.

e (0) The AAS client requests the information (i.e., URLs) about the data provider's AAS
servers.

e (1) The AAS client authenticates and requests an internal token from the Identity
Provider (IdP) of the data consumer.

e (2) The AAS client sends a data request including the internal token to the local
Gateway.

e (3) The data consumer Gateway requests an FX Token from the Token Exchange
Service on data consumer side.

June 2026 Factory-X 7
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e (4) The data consumer Gateway forwards the data request from the AAS client
including the FX Token to the data provider.

Introduction & Overview

e (5) The data provider Gateway receives the data request and requests an access token
to the resource server (i.e., AAS server) from the Token Exchange Service on data
provider side.

e (6) The Token Exchange Service on data provider side requests the public key from
the data consumer’s Token Exchange Service (after verifying that the data consumer’s
STS that is referred to as issuer in the FX Token is listed in the Trusted Partner List).
In case the signature of the FX Token can be verified using the received public key, an
internal token is returned to the Gateway.

e (7) The data provider Gateway forwards the request including the internal token.

e (8) The AAS server returns the requested data to the AAS client (possibly after
checking the authorization of the requesting user).

o The order of the first two interactions both indicated with (0) is not relevant.

e For authorization, the mechanisms defined in [4] (e.qg., attribute-based access control
— ABAC) can be used. The data provider may also choose other means for
authorization, e.g., operating an own Identity Provider (IdP).

2.3.3 Alternative Architectures for Data Consumers

In this section, further options for the data consumer architecture to realize MX-Port Leo are
discussed.

Data Consumer Architecture Option 1: IdP Issuing FX Token

In this architecture variant (shown in Figure 3), the data consumer IdP directly issues the FX
Token that the AAS client can use to request data from the data provider. Note that especially
in larger organizations, it is usually difficult to modify the company IdP in such a way so that
architectures comprising dedicated Token Exchange Services as illustrated above are often
the preferred alternative.

Company Lookup

Yellow Pages

Trusted Partner List

- D

Consumer IdP |2

E=I
(@)
0O = © FX Token
)

Human user technical user
optional

Data Consumer /

@ Token issued by Consumer IdP © Factory-X Identity Token (issued by Consumer) @ Token issued by
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Figure 3: Data consumer Option 1: IdP issuing FX Token
Data Consumer Architecture Option 2: IdP + STS

In this architecture variant (shown in Figure 4), the AAS client directly requests the FX Token
from the Token Exchange Service on data consumer side. This extends the (token) flow for
the AAS client. On the other hand, a Gateway is not necessary.

Company Lookup

Yellow Pages

Trusted Partner List

STS
Consumer |dP 4 N

ry -

L]
® "o
o) s © FX Token

)

Human user

AAS Client

technical user

optional
Data Consumer /

@ Token issued by Consumer IdP

© Factory-X Identity Token (issued by Consumer) © Token issued by

Figure 4: Data Consumer Option 2: IdP + STS

234 Further Architecture Options for Data Provider

In this section, further options for the data provider architecture to realize MX-Port Leo are
discussed.

Data Provider Architecture Option 1: AAS Server Consuming FX Token
In this architecture variant (shown in

Figure 5), the AAS server directly consumes the FX Token. It still needs to validate the received
FX Token using the Trusted Partner List and the endpoints on data consumer side. For more
details about the validation process, see Section 6.3.2.

Note that this architecture variant generally is not recommended since the concerns are not
separated well between different components.
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Company Lookup

Yellow Pages

Trusted Partner List

AAS Server
(© FX Token

Data Consumer Data Provider

@ Token issued by Consumer IdP © Factory-X Identity Token (issued by Consumer) @ Token issued by

Figure 5: Data Provider Option 1: AAS Server Consuming FX Token
Data Provider Architecture Option 2: AAS Server + STS

In this architecture variant (shown in Figure 6), the AAS server consumes the FX Token.
However, unlike the previously shown option, it externalizes the validation of the token to the
Token Exchange Service by forwarding the FX Token.

Company Lookup

Yellow Pages

Trusted Partner List

- sTS
» (Token Exchange)
v O
[ N
(© FX Token
AAS Server
Data Consumer Data Provider
@ Token issued by Consumer IdP © Factory-X Identity Token (issued by Consumer) (© Token issued by

Figure 6: Data Provider Option 2: AAS Server + STS

Data Provider Architecture Option 3: AAS Server + STS + Gateway + IdP

In this architecture variant (shown in Figure 7), an Identity Provider (IdP) is present at the data
provider side in addition to the components of the reference architecture. The IdP does the
authorization of the request by exchanging the token from the STS to an access token for the
resource server (i.e., AAS server). This architecture variant supports AAS servers that can only
accept tokens issued from one primary IdP/issuer and need to support interactions based on
non-MX-Port Leo flows as well.
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Company Lookup Service
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Figure 7: Data Provider Option 3: AAS Server + STS + Gateway + IdP

3 Company Lookup Service

3.1 General

A primary task of MX Discovery is finding companies within the data space (“Company
Lookup”). This requirement is broken down into three variants:

e Option 1 allows searching for a company (e.g., component supplier / “manufacturer”
or a data provider in general) by company name.

e Option 2 allows retrieving company information by company domain.
e Option 3 allows querying via an Asset ID (e.g., an ID Link).

Note on Option 3: Individual asset IDs (like ID Links) are not stored in the Company Lookup
Service. To resolve queries, search patterns (i.e., RegEx strings) are registered with the
Company Lookup Service and used to match the respective query parameter.

3.2  API Specification (normative)

3.2.1 Interface
The main functions of the Company Lookup Service are:
e GetCompanyListByName (Oprion 1)
o GetCompanyByDomain (Option 2)
o GetCompanyListByAssetld (Option 3)
e GetCompanyList
Note: The following definition of API operations includes additional interface functions for

managing the company entries. Depending on the governance model, these functions are not

June 2026 Factory-X 11



 E

generally available in the dataspace but solely accessible by the operating company of the
Company Lookup Service.

Company Lookup Service

3.2.2 Operations

3.2.2.1  API Overview
/Icompanies

e Search by company name (Option 1):
GET /api/lv2/companies?name={company-name-base64url-encoded}
Example: GET /api/v2/companies?name=c2llbWVucw
(“siemens” Base64URL encoded)

e Search by asset ID (Option 3)
GET /api/lv2/companies?asset_id={asset-id-base64url-encoded}
Example: GET
/api/v2/companies?asset_id=aHROcHM6Ly9pLnNpZW1lbnMuY29tLzFQNKkVTNzEzM
S02QkYwMCOwWQOEWK1NDLVAOVEOzNTI2
(“https://i.siemens.com/1P6ES7131-6BF00-0CA0+SC-P4TM3526” Base64URL
encoded)

¢ Retrieve complete company list
GET /api/lv2/companies

o Create company entry
POST /api/v2/companies

Icompanies/{id}

e Retrieve company entry (Option 2)
GET /api/v2/companies/{company-domain-base64url-encoded}
Example: GET /api/v2/companies/c2llbWVucy5jb20
(“siemens.com” Base64URL encoded)

e Update company entry
PUT /api/v2/companies/{company-domain-base64url-encoded}
Example: PUT /api/v2/companies/c2llbWVucy5jb20
(“siemens.com” Base64URL encoded)

e Delete company entry
DELETE /api/v2/companies/{company-domain-base64url-encoded}
Example: DELETE /api/v2/companies/c2llbWVucy5jb20
(“siemens.com” Base64URL encoded)

Note: The primary/unique ID for companies is the Base64URL-encoded company domain.

3.2.2.2 API Specification
Search By Company Name
Request

GET /api/v2/companies?name={company-name-base64url-encoded}
Example: GET /api/v2/companies?name=c2llbWVucw
("siemens” Base64URL coded)

June 2026 Factory-X 12
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Note:

The search will do a non-case-sensitive but full/lexact match of the query string with all

registered name variants/options, e.g., the primary name (field "name") and alternate names
(listed in "nameOptions").

Response
200 OK
{
"result": [
{
"domain": "siemens.com",
"name": "Siemens AG",
"endpoints": [
{
"protocolInformation": {
"href": "https://discovery.siemens.com/api/v3.0/lookup/shellsByAssetLink",
"endpointProtocol": "HTTPS",
"endpointProtocolVersion": [
"1.am
1
}7
"interface": "AAS-DISCOVERY-3.1"
}l
{
"protocolInformation": {
"href": "https://registry.siemens.com/api/v3.0/shell-descriptors",
"endpointProtocol": "HTTPS",
"endpointProtocolVersion": [
"l . l"
1
}l
"interface": "AAS-REGISTRY-3.1"
}7
{
"protocolInformation": {
"href": "https://aas-repol.siemens.com/api/v3.0/shells",
"endpointProtocol": "HTTPS",
"endpointProtocolVersion": [
"L
1
}7
"interface": "AAS-REPOSITORY-3.1"
}l
{
"protocolInformation": {
"href": "https://aas-repo2.siemens.com/api/v3.0/shells",
"endpointProtocol": "HTTPS",
"endpointProtocolVersion": [
"l.an
1
}l
"interface": "AAS-REPOSITORY-3.1"
}7
{
"protocolInformation": {
"href": "https://sm-registry.siemens.com/api/v3.0/submodel-descriptors",
"endpointProtocol": "HTTPS",
"endpointProtocolVersion": [
"l.an
1
}l
"interface": "SUBMODEL-REGISTRY-3.1"
}I
{
"protocolInformation": {
"href": "https://sm-repo.siemens.com/api/v3.0/submodels",
"endpointProtocol": "HTTPS",
"endpointProtocolVersion": [
"r.im
]
}I
"interface": "SUBMODEL-REPOSITORY-3.1"
}I
{
"protocolInformation": {

June 2026 Factory-X 13
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"href": "https://aasx.siemens.com/api/v3.0/packages",
"endpointProtocol": "HTTPS",
"endpointProtocolVersion": [

ny 1w
]

}l
"interface": "AASX-FILE-3.1"

bo
{
"protocolInformation": {
"href": "wss://mgtt-broker.siemens.com:8883",
"endpointProtocol": "WSS"

}l
"interface": "MQTT-BROKER-3.1.1" ?? // TBD "MQTT-BROKER-3.1"

b
]
}l

1,
"paging metadata": {
"cursor": "ZXhhbXBsZS5vcmc"
}
}

In case no company is found, an empty list is returned.
Currently defined types (i.e., base strings) for "endpoints"."interface™:
e "AAS-DISCOVERY"
e "AAS-REGISTRY"
e "AAS-REPOSITORY"
e "SUBMODEL-REGISTRY"
e "SUBMODEL-REPOSITORY"
e "AASX-FILE"
e "MQTT-BROKER"

The base strings are suffixed by the interface version using a dash, e.g., "AAS-DISCOVERY-
3.1"

Currently defined values for "endpoints"."interface":
e "AAS-DISCOVERY-3.0"
e "AAS-DISCOVERY-3.1"
e "AAS-REGISTRY-3.0"
e "AAS-REGISTRY-3.1"
e "AAS-REPOSITORY-3.0"
e "AAS-REPOSITORY-3.1"
e "SUBMODEL-REGISTRY-3.0"
e "SUBMODEL-REGISTRY-3.1"
e "SUBMODEL-REPOSITORY-3.0"
e "SUBMODEL-REPOSITORY-3.1"

June 2026 Factory-X 14
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e "AASX-FILE-3.0"
o "AASX-FILE-3.1"
« "MQTT-BROKER-3.1.1"

o Endpoint payload types according to IDTA-01002: Data Types for Payload

e In case a specific endpoint type is not present at the data provider, then this entry is
omitted in the reply.

e Pagination is wused according to AAS Part 2: APl (IDTA-01002):
https://industrialdigitaltwin.io/aas-specifications/IDTA-01002/v3. 1. 2/http-rest-api/http-
rest-api.html#tpagination

e Other endpoint interface types or information for a company (e.g., tax number) could
be added in future version of this specification if deemed necessary.

Search By Asset ID
Request

GET /api/v2/companies?asset_id={asset-id-base64url-encoded}

Example: GET
/api/v2/companies?asset_id=aHROcHM6Ly9pLnNpZW1lbnMuY29tLzFQNKVTNzEzMS02Qk
YwMCOwWQOEWK1NDLVAOVEOQOzNTI2
(“https://i.siemens.com/1P6ES7131-6BF00-0CA0+SC-P4TM3526“ Base64URL coded)

Response

Equal to search for company name.
Retrieve Complete Company List
Request

GET /api/v2/companies

Note: Optional paging parameters “limit” and “cursor” as defined in AAS Part 2: API (IDTA-
01002) can be used.
Example: GET /api/v2/companies?limit=10&cursor=c2llbWVucy5jb20

Response

Equal to search for company name.
Create Company Entry

Request

POST /api/lv2/companies

{

"domain": "siemens.com",

"name": "Siemens AG",

"endpoints": [

{
"protocolInformation": {

"href": "https://discovery.siemens.com/api/v3.0/lookup/shellsByAssetLink",
"endpointProtocol": "HTTPS",
"endpointProtocolVersion": [
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"i.1m
1
by
"interface": "AAS-DISCOVERY-3.1"
}l
{
"protocolInformation": {
"href": "https://registry.siemens.com/api/v3.0/shell-descriptors",
"endpointProtocol": "HTTPS",
"endpointProtocolVersion": [
"l.l"
1
}l
"interface": "AAS-REGISTRY-3.1"
by
{
"protocolInformation": {
"href": "https://aas-repol.siemens.com/api/v3.0/shells",
"endpointProtocol": "HTTPS",
"endpointProtocolVersion": [
"l.1m
]
by
"interface": "AAS-REPOSITORY-3.1"
}l
{
"protocolInformation": {
"href": "https://aas-repo2.siemens.com/api/v3.0/shells",
"endpointProtocol": "HTTPS",
"endpointProtocolVersion": [
"l.m
1
}7
"interface": "AAS-REPOSITORY-3.1"
}l
{
"protocolInformation": {
"href": "https://sm-registry.siemens.com/api/v3.0/submodel-descriptors",
"endpointProtocol": "HTTPS",
"endpointProtocolVersion": [
"l.l"
1
}l
"interface": "SUBMODEL-REGISTRY-3.1"
}I
{
"protocolInformation": {
"href": "https://sm-repo.siemens.com/api/v3.0/submodels",
"endpointProtocol": "HTTPS",
"endpointProtocolVersion": [
"1l
1
}I
"interface": "SUBMODEL-REPOSITORY-3.1"
}l
{
"protocolInformation": {
"href": "https://aasx.siemens.com/api/v3.0/packages",
"endpointProtocol": "HTTPS",
"endpointProtocolVersion": [
"l.an
1
}l
"interface": "AASX-FILE-3.1"
}I
{
"protocolInformation": {
"href": "wss://mgtt-broker.siemens.com:8883",
"endpointProtocol": "WSS",
}I
"interface": "MQTT-BROKER-3.1.1"
}I
]I
"nameOptions": [
"Siemens",

"Siemens-Halske"

] r
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Company Lookup Service

"assetIdRegexPatterns": [
"~https://i\\.siemens\\.com/"
1
}

At least, “name” (non-empty string), domain, and one (AAS infrastructure) endpoint shall be
present.

Response

201 Created

Response body equals request body.

400 Bad Request (JSON body malformed, required field missing, field validation rules failed)
401 Unauthorized (missing or invalid token)

403 Forbidden (authenticated but not allowed/authorized)

409 Conflict (company domain already exists)

Retrieve Company Entry

Request

GET /api/v2/companies/{company-domain-base64url-encoded}
Example: GET /api/v2/companies/c2llbWVucy5jb20
(“siemens.com” Base64URL encoded)

Response

If not authorized as company responsible:

200 OK
{
"result": {
"domain": "siemens.com",
"name": "Siemens AG",
"endpoints": [
{
"protocolInformation": {
"href": "https://discovery.siemens.com/api/v3.0/lookup/shellsByAssetLink",
"endpointProtocol": "HTTPS",
"endpointProtocolVersion": [
"o
1
}I
"interface": "AAS-DISCOVERY-3.1"
}7
{
"protocolInformation": {
"href": "https://registry.siemens.com/api/v3.0/shell-descriptors",
"endpointProtocol": "HTTPS",
"endpointProtocolVersion": [
"r.im
1
}l
"interface": "AAS-REGISTRY-3.1"

}l
]

}
}

If authorized as company responsible:
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200 OK

{

"result": {

"domain": "siemens.com",
"name": "Siemens AG",
"endpoints": [
{
"protocolInformation": {
"href": "https://discovery.siemens.com/api/v3.0/lookup/shellsByAssetLink",
"endpointProtocol": "HTTPS",
"endpointProtocolVersion": [
"1.am
1
by
"interface": "AAS-DISCOVERY-3.1"
}l
{
"protocolInformation": {
"href": "https://registry.siemens.com/api/v3.0/shell-descriptors",
"endpointProtocol": "HTTPS",
"endpointProtocolVersion": [
"l.l"
1
}l
"interface": "AAS-REGISTRY-3.1"
}7
]l
"nameOptions": [

"Siemens",
"Siemens-Halske"

] r

"assetIdRegexPatterns": [
"https://i\\.siemens\\.com/"

1

}
}

400 Bad Request (decoded {company-domain-base64url-encoded} is not a domain)
404 Not Found

Update Company Entry

Request

PUT /api/v2/companies/{company-domain-base64url-encoded}
Example: PUT /api/v2/companies/c2llbWVucy5jb20
(“siemens.com” Base64URL encoded)

{
"endpoints": [
{
"protocolInformation": {
"href": "https://registry2.siemens.com/api/v3.0/shell-descriptors",
"endpointProtocol": "HTTPS",
"endpointProtocolVersion": [
"1l
1
}I
"interface": "AAS-REGISTRY-3.1"
}I
{
"protocolInformation": {
"href": "https://aas-repo3.siemens.com/api/v3.0/shells",
"endpointProtocol": "HTTPS",
"endpointProtocolVersion": [
"l.am
]
}I
"interface": "AAS-REPOSITORY-3.1"
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}

Response
200 OK
{
"domain": "siemens.com",
"name": "Siemens AG",
"endpoints": [
{
"protocolInformation": {
"href": "https://registry2.siemens.com/api/v3.0/shell-descriptors",
"endpointProtocol": "HTTPS",
"endpointProtocolVersion": [
"1.am
]
bo
"interface": "AAS-REGISTRY-3.1"
} r
{
"protocolInformation": {
"href": "https://aas-repo3.siemens.com/api/v3.0/shells",
"endpointProtocol": "HTTPS",
"endpointProtocolVersion": [
" 1 . 1 "
1
} r
"interface": "AAS-REPOSITORY-3.1"
}
1,
"nameOptions": [

"Siemens",
"Siemens-Halske"
1,
"assetIdRegexPatterns": [
"*https://i\\.siemens\\.com/"
1
}

Response body equals response body for “Create Company Entry”.
Notes:

e In the example, "endpoints" is updated. In this case, a previous configuration is
removed. Similar behavior applies for updating “nameOptions” and
“assetldRegexPatterns”.

e The “domain” cannot be changed using a PUT request. An attempt results in HTTP
status code 400.

400 Bad Request (decoded {company-domain-base64url-encoded} is not a domain, JSON
body malformed, required field missing, field validation rules failed)

401 Unauthorized (missing or invalid token)

403 Forbidden (authenticated but not allowed/authorized)
404 Not Found

DELETE Company Entry

Request

DELETE /api/v2/companies/{company-domain-base64url-encoded}
Example: DELETE /api/v2/companies/c2llbWVucy5jb20
(“siemens.com” Base64URL encoded)

Response
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204 No Content

400 Bad Request (decoded {company-domain-base64url-encoded} is not a domain)
401 Unauthorized (missing or invalid token)

403 Forbidden (authenticated but not allowed/authorized)

404 Not Found

4 Yellow Pages Service

4.1 General

Motivation

The design of the Yellow Pages Service with a decentralized approach is based on a REST
API (similar to the Company Lookup Service). It realizes a slim and unified search API for all
use cases. The companies to be discovered manage the majority of the data (e.g., detailed
product and capability information) on their own servers without the need of duplicating the
data (i.e., providing it to a central search service).

Overview
The Yellow Pages Service finds companies with specific capabilities. Capabilities can be
e business applications,
e products,
e manufacturing capabilities,
e or other capabilities.

ECLASS is used to describe capabilities and find potential companies. In case an ECLASS
categorization is missing for a use case, then this would need to be added in ECLASS.

The companies providing products/services register their capabilities at the Yellow Pages
Services by a list of ECLASS classes. A company searching for products/services queries the
respective ECLASS class.

The discovery of capabilities is done in three steps:

o Step 1: Yellow Pages Service: Find companies with specific offerings (i.e., capabilities)
as described in this specification. The service returns the domains of (potential)
companies.

o Step 2: Company Lookup: Retrieve company AAS servers (see Section 3)

o Step 3: Company AAS servers: Retrieve detailed information from companies offering
the capability. Information about capabilities is described in AAS Submodels.
Depending on the use case, the following Submodel Templates (SMTs) are used:

o IDTA 02020-1-0: “Capabilities for Industrial Appliances”,
o IDTA 02007-1-0: “Nameplate for Software in Manufacturing”,

o IDTA 02003-2-0: “Generic Frame for Technical Data for Industrial Equipment in
Manufacturing”,
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o orother SMTs

The following specification defines the API of the Yellow Pages Service (i.e., Step 1).

4.2 APl Specification (normative)

4.2.1 Interface
The main function of the Yellow Pages Service is:
e GetCompanyDomainsByCapability

Note: The following definition of APl operations includes additional interface functions for
managing the capabilities of a company (i.e., for a domain). Depending on the governance
model, these functions are not generally available in the dataspace but solely accessible by
the operating company of the Yellow Pages Service.

4.2.2 Operations

4.2.2.1 API Overview
lyellow-pages

e Search companies (i.e., company domains) with specific capabilities
GET /api/vi1/yellow-pages?eclass={eclass-id}

o Create yellow pages entry
POST /api/vi1/yellow-pages

lyellow-pages/{id}

e Retrieve yellow pages entry
GET /api/v1/yellow-pages/{company-domain-base64url-encoded}

e Update yellow pages entry
PUT /api/v1/yellow-pages/{company-domain-base64url-encoded}

e Delete yellow pages entry
DELETE /api/v1/yellow-pages/{company-domain-base64url-encoded}

4.2.2.2 API Specification
Search Companies (i.e., Company Domains) With Specific Capabilities
Request

GET /api/v1/yellow-pages?eclass={eclass-id}
Example: GET /api/v1/yellow-pages?eclass=27020000
(27020000 represents ECLASS class 27-02)

Note: The query will match the queried ECLASS class against registered ECLASS classes of
registered companies.

Two options for matching are considered:

1. Exact matching
The query will match only the same ECLASS class (i.e., “27-02” in the example.)
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2. Hierarchical matching
The query will match the same ECLASS class (i.e., “27-02”) as well as ECLASS
classes on a higher hierarchy (i.e., “27” in the example) and any lower hierarchy (e.g.,
“27-02-26" and “27-02-26-04").

Decision: Hierarchical matching is used.

Response
200 OK

{

"result": [

{

"domain":

b
{

"domain":

}l
]
"cursor":

}
}

"siemens.com"

"phoenixcontact.com"

"paging metadata": {

"ZXhhbXBszZS5vcme"

In case no company is found, an empty list of domains is returned.

Create Yellow Pages Entry

Request

POST /api/v1/yellow-pages

{

"domain": "siemens.com",
"capabilities": [

"17010900"
"17019000"
"27020000"
"27230000"
"27240000"
"27371501"
"27371502"

]
}

Response

201 Created

14

’
’
’
’
’
’

Response body equals request body.

400 Bad Request (JSON body malformed, required field missing, field validation rules failed)

401 Unauthorized (missing or invalid token)

403 Forbidden (authenticated but not allowed/authorized)

409 Conflict (company domain already exists)

Retrieve Yellow Pages Entry

Request

June 2026
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GET /api/v1/yellow-pages/{company-domain-base64url-encoded}
Example: GET /api/v1/yellow-pages/c2llbWVucy5jb20
(“siemens.com” Base64URL encoded)

Note: Only accessible if authorized as company responsible.
Response
200 OK

{

"result": {
"domain": "siemens.com",
"capabilities": [

"17010900",
"17019000",
"27020000",
"27230000",
"27240000",
"27371501",
"27371502",

]
}
}

400 Bad Request (decoded {company-domain-base64url-encoded} is not a domain)
401 Unauthorized (missing or invalid token)

403 Forbidden (authenticated but not allowed/authorized)

404 Not Found

Update Yellow Pages Entry

Request

PUT /api/v1/yellow-pages/{company-domain-base64url-encoded}
Example: PUT /api/v1/yellow-pages/c2libWVucy5jb20
(“siemens.com” Base64URL encoded)

Note: Only accessible if authorized as company responsible.

{

"capabilities": [
"27020000",
"27220000",
"27230000",
"27240000",
"27371502"

1

}

Response

200 OK

Response body equals response body for “Create Yellow Pages Entry”.
Note: In the example, "capabilities" is updated.

Note: The “domain” cannot be changed using a PUT request. This results in HTTP status code
400.
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400 Bad Request (decoded {company-domain-base64url-encoded} is not a domain, JSON
body malformed, required field missing, field validation rules failed)

Yellow Pages Service

401 Unauthorized (missing or invalid token)

403 Forbidden (authenticated but not allowed/authorized)
404 Not Found

Delete Yellow Pages Entry

Request

DELETE /api/v1/yellow-pages/{company-domain-base64url-encoded}
Example: DELETE /api/v1/yellow-pages/c2llbWVucy5jb20
(“siemens.com” Base64URL encoded)

Note: Only accessible if authorized as company responsible.

Response

204 No Content

400 Bad Request (decoded {company-domain-base64url-encoded} is not a domain)
401 Unauthorized (missing or invalid token)

403 Forbidden (authenticated but not allowed/authorized)

404 Not Found

4.3 Further Discussion

The design of the Yellow Pages Service is open to the options/extensions described in the
following.

Usage of IRDI As Query Parameter
Another option to query companies is using IRDI as a query parameter.
Request

GET /api/v1/yellow-pages?irdi={irdi}
Example: GET /api/v1/yellow-pages?irdi=0173-1#01-AAB583#012

TBD: Should ECLASS version expressed in IRDI be used? Otherwise, a shortened IRDI can
be used.
Example: GET /api/v1/yellow-pages?irdi_short=0173-1#01-AAB583

Response
Response is equal to querying ECLASS classes.
Usage of Other Dictionaries Representing Capabilities

Also other dictionaries than ECLASS for representing capabilities can be used or introduced
in addition.

Querying Multiple Capabilities
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As an extension, also multiple capabilities (e.g., represented by ECLASS classes) could be
queried.

Yellow Pages Service

Request

GET /api/vi1/yellow-pages?eclasses=[{eclass-id1},{eclass-id2}]
Example: GET /api/v1/yellow-pages?eclasses=[27022600,27042800]

Response
Response is equal to querying ELCASS classes.
Integration of Yellow Pages in Company Lookup

The Yellow Pages Service could be included in the Company Lookup Service. In this case,
“eclass” would be added as an additional query parameter on the “companies” endpoint. This
would add the following function to the Company Lookup Service

e GetCompanyListByCapability

This would make Step 2 (requesting company servers from Company Lookup Service)
obsolete.

Request

GET /api/v2/companies?eclass={eclass-id}
Example: GET /api/v2/companies?eclass=27020000

Response
200 OK
{
"result": [
{
"domain": "siemens.com",
"name": "Siemens AG",
"endpoints": [
{
"protocolInformation": {
"href": "https://discovery.siemens.com/api/v3.0/lookup/shellsByAssetLink",
"endpointProtocol": "HTTPS",
"endpointProtocolVersion": [
"o
1
}I
"interface": "AAS-DISCOVERY-3.1"
}7
{
"protocolInformation": {
"href": "https://registry.siemens.com/api/v3.0/shell-descriptors",
"endpointProtocol": "HTTPS",
"endpointProtocolVersion": [
"i.1im
1
}7
"interface": "AAS-REGISTRY-3.1"
}I
}l
{
"domain": "phoenixcontact.com",
"name": "Phoenix Contact",
"endpoints": [

]
}I
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"paging metadata": {
"cursor": "ZXhhbXBsZS5vcmc"
}
}

5 Trusted Partner List Service

51 General

For MX-Port Leo, a Trusted List is used to represent known and trusted partners in the Factory-
X ecosystem. That is, a Trusted List should

e name trusted partners (i.e., provide necessary metadata about partners so that this
information can be used to link a partner to data managed),

e provide basic information (i.e., URL) about the trusted issuers of a trusted partner that
can issue cryptographically attestations (i.e., tokens) of users (human or technical
users) of a trusted partner organization,

o itself be issued and controlled by a trusted authorized body (i.e., in order to trust the
Trusted List itself it needs to be verifiable that the list has been created and published
by a trusted party, e.g., a Factory-X operating company that implements and enforces
Factory-X governance rules).

The Trusted List of MX-Port Leo for trusted partners / organizations follows the definition of the
EU Trusted List as specified in [5].

The ETSI [5] trusted list schema enables the publication of credentials for trusted partners,
specifically public key material that can be used to verify signed statements or attestations
issued by trusted entities. To minimize the overhead associated with frequent updates of
Trusted Lists (and to reduce the risk of disrupting trust relationships during key rotations), the
schema allows issuer information (e.g., a URL) to be provided. This enables relying parties to
dynamically retrieve the current key material via well-known endpoints, as described in Section
6.3 on Token Validation below.

The minimal schema for an MX-Port Leo Trusted List contains the following mandatory fields.
The tree structure of the XML schema elements as well as a short description of the fields can
be found in Figure 8 and Table 1.

June 2026 Factory-X 26



Trusted Partner List Service

- TrustServiceStatuslList

- SchemeInformation

- TSLVersionIdentifier
- TSLSequenceNumber

- T5LType

- SchemeOperatorName
- SchemeOperatorAddress
- SchemeInformationURI

- SchemeTypeCommunityRules

- SchemeTerritory

- PolicyOrLegalNotice

- HistoricalInformationPeriod
- PointersToOtherTSL *(optional, EU only if applicable)®
- StatusDeterminationfpproach

= TrustServiceProviderlList

- TrustServiceProvider (repeated for each TSP)

- TSPInformation

- T5PMame

- T5PTradeName *(optional)*®
- TSPPostalAddress

- TSPElectronicAddress

- TSPInformationURI

- TS5PServices

- TSPService (repeated for each service)
- ServiceInformation

- ServiceTypeldentifier
- ServiceDigitalldentity
- ServiceStatus

- StatusStartingTime

- ServiceStatusHistory *(optional)*

Figure 8: Tree structure of a minimal Trusted List schema

FACTORY-X

Element Name Parent Section Mandatory |Description
TSLversionIdentifier Schemelnformation |Yes Version of specification the trusted list conforms to
TSLSequencelumber Schemelnformation |Yes Sequence number uniquely identifying this issued list under the operator's control
TSLType Schemelnformation |[Yes Type of trusted list (e.g., EU Member State TL or third country TL)
SchemeOperatoriame Schemelnformation |[Yes Name of the scheme operator
SchemeOperatorAddress Schemelnformation |Yes Address of the scheme operator
SchemeInformationURI Schemelnformation |Yes URI{s) for schame-specific information for users/relying parties
SchemeTypeCommunityRules Schemelnformation |[Yes Identifier(s) for the type/community rules of the scheme
SchemeTerritory Schemelnformation |[Yes Territory covered by the trusted list
PolicyOrLegalNotice Schemelnformation |Yes Policy/legal notices and information about usage of the trusted list
HistoricalInformationPeriod |Schemelnformation |Yes Duration (in years/'65535" for forever) that historical information is retained
StatusDeterminationApproach |Schemelnformation |Yes Identifier (UR) for the status determination approach
TrustServiceProviderList Root Conditional  [List of TSPs and their senices (present if any TSP is/was approved)
TSPName T SPInformation Yes Legal entity (or natural person) responsible for the TSP senices, used in official records
e T SPInformation Yes Postal address for TSP customer care/help line, may be multilingual
Address T SPInformation Yes Email address, website URI, and optionally phone for electronic communications/service support
TSPInformationUR T SPinformation Yes URl(s) with TSP-specific information (policy, practices, customer semvice details, etc.)
ServiceTypeldentifier Servicelnformation |Yes Identifier (URI) specifying the trust service type
ServiceName Servicelnformation (Yes Name under which the TSP provides the senvice (multilingual)
ServiceDigitalTdentity Servicelnformation |[Yes Digital identifier (PKI or URI) uniquely identifying the service
ServiceStatus Servicelnformation |Yes Identifier (URI or code) of the current senice status
StatusStartingTime Servicelnformation [Yes Date and time when the current senvice status became effective

Table 1: Fields of a (recommended) minimal Trusted List schema

The Trusted List is digitally signed by the Trusted List operator and published.

Note: Table 1 presents a recommended minimum set of metadata for partner organizations
(highlighted in orange). The required scope and composition of such metadata depend on the
specific governance framework defined for the dataspace and the needs of the respective use
cases (either by including fewer or additional elements than those shown).

5.2
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521 Interface
The main function of the Trusted Partner List Service is:

e GetTrustedPartnerList

5.2.2 Operations
Retrieve Trusted Partner List
Request

GET {trusted-partner-list-file}
Example GET trusted-partner-list.xml

Response
200 OK

XML file according to ETSI TS 119 612 - V2.3.1 [5] or higher, following the recommended
minimal instance of the schema from Table 1.

6 FX Token

6.1 General

FX Tokens are used for requests of a client of the domain of a data consumer to a resource
server in the domain of a data provider. As the request and data exchange is done between
two different domains, it is important to use a common token format.

The design criteria for FX Token are:

o Standards-based: whenever possible, standard claims are used and only where
necessary, custom claims are introduced.

e Minimalistic: only minimum information is contained in the token and exchanged
between the domains of data consumer and data provider. The goal is to avoid
information leakage by hiding/removing data consumer-internal data that is not needed
for the data exchange. This complies with the need-to-know principle.

Remarks:

e For being able to differentiate human and technical users, a “typ” claim is included in
the payload. The supported values are “clientflow” and “authflow”.

e The common “sub” claim needs to be unique throughout the whole lifetime of the user’s
identity. Though not mandatory, it is recommended to hash internal user identifiers
instead of passing them on as plaintext.

Example FX Token for a human user
{
"alg": "RS256",

"typ": "fxt+jwt",
"kid": "NDESQThGNDN. ..NQ"

"iat": 1760369590,
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"exp": 1760405590,

"Jti": "8c2f99b1-58d6-11f0-89f4-08002704cle%hl1s3rtbfk7t",

"iss": "https://sts.consumer.com",

"aud": ["https://aas.provider.com/aas"],

"sub":
"3£85752a93ed656£26ac090c1108d584567a229801c8la24eb50db52744faf6db",

"email": "first.last@consumer.com",

"typ": "authflow"

}
Example FX Token for a technical user

{
"alg": "RS256",
"typ": "fxt+jwt",
"kid": "NDES5QThGNDN...NQ"

"iat": 1760369590,
"exp": 1760405590,

"jti": "8c2f99b1-58d6-11£f0-89f4-08002704cle%9hl1s3rtbfk7t",

"iss": "https://sts.consumer.com",

"aud": ["https://aas.provider.com/aas"],

"sub":
"1dbfb58bb28fcechbc299898692aa47d4c88615d0bad0563b8c8£29bd7e82600d",

"client id": "consumer-aas-client",

"typ": "clientflow"

}

6.2 Token Specification (normative)
6.2.1 Mandatory Claims

6.2.1.1 Header Claims

Claim Description / Purpose Reference
alg Algorithm used to secure the JSON Web Signature (JWS) REC 7515
A custom token type used to distinguish it from other tokens.
Note: In this context, the STS can apply Factory-X (FX) token-specific
typ . ; ) REC 7515
transformations independently of the issuer.
Factory-X-specific token type: fxt+jwt
kid Key ID indicating which key was used RFC 7515
6.2.1.2 Payload Claims
Claim Description / Purpose Reference
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FX Token
iat Issued at, i.e., time the token has been issued RFC 7519
exp Expiration time of the token RFC 7519
jti JWT ID (e.g., used to protect against replay attacks) RFC 7519

Issuer — For the FX Token, the issuer is a service of the data consumer, e.g., its
Token Exchange Service (aka. STS).

Please note:

e For token validation, the issuer needs to be registered in the Trusted RFC 7519
List for the data provider to be able to validate the token. -

e An FX Token does not include an additional organizational or company
claim. A client’s affiliation (i.e., the fact that the client is a user belonging
to a data consumer) is derived from the issuer claim in combination with
the Trusted List metadata.

iss

Audience, i.e., the protected resource server endpoint of the data provider (e.g.,

AAS server endpoint)
aud RFC 7519
The audience needs to be provided as an additional parameter of the token

exchange (audience, see section 2.1. of REC 8693).

Subject, unique ID of the client.

Please note:

e The subject ID is unique and will not change for the lifetime of the client.
e The subject ID is usually an internal unique identifier, i.e., an identifier REC 7519

b .
su managed by the data consumer IdP. It is up to the data consumer to
decide whether this original ID shall be shared with external partners
(e.g., the data provider). To apply the need-to-know principle, it is
recommended not to include the subject ID in plaintext but use a
hashed version, instead.
Custom claim to specify the type of user. Either
typ  “clientflow” for technical users, or custom

e “authflow” for human users.

6.2.2 Optional Claims

6.2.2.1 Header Claims

Claim Description / Purpose Reference

x5u URL for the X.509 public key certificate or certificate chain RFC 7515
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x5¢ X.509 Certificate Chain, i.e. public key certificate or certificate chain | REC 7515

6.2.2.2 Payload Claims
Claim Description / Purpose Reference
Confirmation method for token introspection. This claim is used to bind the
enf token to a client certificate. This way it can be ensured that the client possesses RFC 8705
the private key corresponding to the certificate. Mutual TLS is used to check [ —————
this (i.e., to verify that the client holds the respective private key).
nbf Not before, i.e., the token is not valid and shall not be used before the time “nbf’ | REC 7519
Actor. The act (actor) claim provides a means within a JWT to express that
delegation has occurred and identify the acting party to whom authority has
been delegated.
act RFC 8693
That s, act claim is used in case of delegation such as a technical user (service)
acting on behalf of a human user. That way, the data provider (resource server)
is able to evaluate the information of both user types.
Email of the client — if the user is a human user. In that case, “typ” equals
“authflow”. If “typ” is “authflow” the claim “email” is required.
email The value for email needs to be provided in the input token (i.e., in case of a | custom
token exchange at data consumer side, a mapping of input token to FX Token
needs to be possible and defined).
The client_id claim carries the client identifier of the client representing a
technical user. If “typ” is “clientflow” the claim client_id is required.
client_id | The value for client_id needs to be provided in the input token (i.e., in case of | REC 8693
a token exchange at data consumer side, a mapping of input token to FX Token
needs to be possible and defined).
6.3 Token Validation (normative)
6.3.1 Responsibilities of Data Consumer

The data consumer must support/provide a well-known endpoint for retrieving the public key
used for token validation by implementing OpenlID Provider Metadata (as per OpenlD Connect
Discovery 1.0). The specification requires two mandatory fields: the issuer identifier ("issuer")
and the JSON Web Key Set endpoint ("jwks_uri"). In addition, the data consumer must provide
this second endpoint, i.e., the JSON Web Key Set endpoint.

6.3.2

Responsibilities of Data Provider

The validation and verification of the FX Token is done according following steps:

1. Token structure validation and extraction of claim for issuer
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In this step, especially the claims of the received token are checked against the syntax and
semantics of the FX Token format. All mandatory token claims need to be present.

FX Token

The data provider (e.g., its IdP/STS) extracts the “iss” claim from the received FX Token and
constructs the OpenlD metadata URL using a standard pattern (i.e., issuer URL + "/.well-
known/openid-configuration™).

2. Issuer verification using Trusted List

The Trusted List is retrieved either from a locally cached version or by downloading it from the
Trusted Partner List Service. The data provider verifies that the issuer's domain (as indicated
by the “iss” claim in the FX Token) is listed as a trusted issuer (under Servicelnformation) for
the data consumer (under TSPInformation) in the Trusted List.

3. Retrieval of public key from data consumer

If the issuer URL is listed under the tag “URI” in “ServiceDigitalldentity” property, the signing
key is retrieved from the constructed well-known URL (see first step), which provides the JSON
Web Key Set endpoint (“jwks_uri”) indicating where the issuer’s public keys can be fetched for
signature verification. Both, the well-known endpoint and the JWKS endpoint, must be
accessed over HTTPS with a valid certificate for the domain of the issuer (i.e., the data
consumer).

4. Token validation
Using the retrieved signing key, the received FX Token signature is verified.

Generally (in case the FX Token is not consumed directly by the resource server), the verified
FX Token is converted into a locally valid token that can be consumed by the services of the
data provider.
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